=

CVE-2020-056

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2020-0561
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-13 19:15:00 UTC
Updated 2022-01-01 19:52:00 UTC
Description Improper initialization in the Intel(R) SGX SDK before v2.6.100.1 may allow an authenticated user to potentially enable esc:

/ |

1|

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Intel Software Guard Extensions Sdk All All All All
Application Intel Software Guard Extensions Sdk All All All All
Operating System Linux Linux Kernel - All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All
Operating System Microsoft Windows - All All All
Operating System Opensuse Backports sle-15 spl All All
Operating System Opensuse Leap 15.1 All All All
Reference Source Link Tags
INTEL-SA-00336 MISC www.intel.com Vendor Advisory
[security-announce] openSUSE-SU-2020:0604-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:0615-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2020-0561/mitre
https://cve.report/CVE-2020-0561/nist
https://cve.report/CVE-2020-0561/cve_org
https://cve.report/CVE-2020-0561.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/software_guard_extensions_sdk
http://cve.report/vendor/intel
http://cve.report/software/intel/software_guard_extensions_sdk
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00336.html
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00009.html
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00014.html
https://www.cve.org/CVERecord?id=CVE-2020-0561
https://nvd.nist.gov/vuln/detail/CVE-2020-0561

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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