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CVE CVE-2020-0569
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-23 17:15:00 UTC
Updated 2023-09-12 17:15:00 UTC
Description Out of bounds write in Intel(R) PROSet/Wireless WiFi products on Windows 10 may allow an authenticated user to potentia

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Hardware Intel 7265 - All All All
Hardware Intel 7265 - All All All
Operating System Intel 7265 Firmware All All All All
Operating System Intel 7265 Firmware All All All All
Hardware Intel Ac 3165 - All All All
Hardware Intel Ac 3165 - All All All
Operating System Intel Ac 3165 Firmware All All All All
Operating System Intel Ac 3165 Firmware All All All All
Hardware Intel Ac 3168 - All All All
Hardware Intel Ac 3168 - All All All
Operating System Intel Ac 3168 Firmware All All All All
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References

Reference

oss-security - New Qt vulnerabilities

Debian -- Security Information -- DSA-4617-1 gtbase-opensource-src

[security-announce] openSUSE-SU-2020:0209-1: important: Security update for libgt5-qgtbase - openSUSE Security Announce - openSUSE M
QtCore: Multiple vulnerabilities (GLSA 202003-60) — Gentoo security

[SECURITY] [DLA 2092-1] gtbase-opensource-src security update

Bugtrag: [SECURITY] [DSA 4617-1] gtbase-opensource-src security update

INTEL-SA-00338

USN-4275-1: Qt vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
377535 Alibaba Cloud Linux Security Update for qt5-gtbase (ALINUX2-SA-2020:0153)

904281 Common Base Linux Mariner (CBL-Mariner) Security Update for gt5-qtsvg (11265)
904304 Common Base Linux Mariner (CBL-Mariner) Security Update for gt5-gtsvg (11223)
940264 AlmaLinux Security Update for gt5-gtbase and qt5-qtwebsockets (ALSA-2020:4690)

960823 Rocky Linux Security Update for gt5-gtbase and qt5-qtwebsockets (RLSA-2020:4690)
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