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Summary

CVE CVE-2020-0593

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-12 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Improper buffer restrictions in BIOS firmware for some Intel(R) Processors may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Intel Bios - All All All

Operating System Intel Bios - All All All

Hardware Intel Core I3-1000g1 - All All All

Hardware Intel Core I3-1000g1 - All All All

Hardware Intel Core I3-1000g4 - All All All

Hardware Intel Core I3-1000g4 - All All All

Hardware Intel Core I3-1005g1 - All All All

Hardware Intel Core I3-1005g1 - All All All

Hardware Intel Core I3-10100 - All All All

Hardware Intel Core I3-10100 - All All All

Hardware Intel Core I3-10100e - All All All

Hardware Intel Core I3-10100e - All All All

Hardware Intel Core I3-10100f - All All All

Hardware Intel Core I3-10100f - All All All

Hardware Intel Core I3-10100t - All All All

Hardware Intel Core I3-10100t - All All All

Hardware Intel Core I3-10100te - All All All
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Hardware Intel Core I3-10100te - All All All

Hardware Intel Core I3-10100te - All All All

Hardware Intel Core I3-10110u - All All All

Hardware Intel Core I3-10110u - All All All

Hardware Intel Core I3-10110y - All All All

Hardware Intel Core I3-10110y - All All All

Hardware Intel Core I3-10300 - All All All

Hardware Intel Core I3-10300 - All All All

Hardware Intel Core I3-10300t - All All All

Hardware Intel Core I3-10300t - All All All

Hardware Intel Core I3-10320 - All All All

Hardware Intel Core I3-10320 - All All All

Hardware Intel Core I3-6006u - All All All

Hardware Intel Core I3-6006u - All All All

Hardware Intel Core I3-6098p - All All All

Hardware Intel Core I3-6098p - All All All

Hardware Intel Core I3-6100 - All All All

Hardware Intel Core I3-6100 - All All All

Hardware Intel Core I3-6100e - All All All

Hardware Intel Core I3-6100e - All All All

Hardware Intel Core I3-6100h - All All All

Hardware Intel Core I3-6100h - All All All

Hardware Intel Core I3-6100t - All All All

Hardware Intel Core I3-6100t - All All All

Hardware Intel Core I3-6100te - All All All

Hardware Intel Core I3-6100te - All All All

Hardware Intel Core I3-6100u - All All All

Hardware Intel Core I3-6100u - All All All

Hardware Intel Core I3-6102e - All All All

Hardware Intel Core I3-6102e - All All All

Hardware Intel Core I3-6157u - All All All

Hardware Intel Core I3-6157u - All All All

Hardware Intel Core I3-6167u - All All All

Hardware Intel Core I3-6167u - All All All

Hardware Intel Core I3-6300 - All All All

Hardware Intel Core I3-6300 - All All All
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Hardware Intel Core I3-6300t - All All All

Hardware Intel Core I3-6300t - All All All

Hardware Intel Core I3-6320 - All All All

Hardware Intel Core I3-6320 - All All All

Hardware Intel Core I3-7020u - All All All

Hardware Intel Core I3-7020u - All All All

Hardware Intel Core I3-7100 - All All All

Hardware Intel Core I3-7100 - All All All

Hardware Intel Core I3-7100e - All All All

Hardware Intel Core I3-7100e - All All All

Hardware Intel Core I3-7100h - All All All

Hardware Intel Core I3-7100h - All All All

Hardware Intel Core I3-7100t - All All All

Hardware Intel Core I3-7100t - All All All

Hardware Intel Core I3-7100u - All All All

Hardware Intel Core I3-7100u - All All All

Hardware Intel Core I3-7101e - All All All

Hardware Intel Core I3-7101e - All All All

Hardware Intel Core I3-7101te - All All All

Hardware Intel Core I3-7101te - All All All

Hardware Intel Core I3-7102e - All All All

Hardware Intel Core I3-7102e - All All All

Hardware Intel Core I3-7130u - All All All

Hardware Intel Core I3-7130u - All All All

Hardware Intel Core I3-7167u - All All All

Hardware Intel Core I3-7167u - All All All

Hardware Intel Core I3-7300 - All All All

Hardware Intel Core I3-7300 - All All All

Hardware Intel Core I3-7300t - All All All

Hardware Intel Core I3-7300t - All All All

Hardware Intel Core I3-7320 - All All All

Hardware Intel Core I3-7320 - All All All

Hardware Intel Core I3-7350k - All All All

Hardware Intel Core I3-7350k - All All All

Hardware Intel Core I3-8100 - All All All

Hardware Intel Core I3-8100 - All All All
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Hardware Intel Core I3-8100 - All All All

Hardware Intel Core I3-8100b - All All All

Hardware Intel Core I3-8100b - All All All

Hardware Intel Core I3-8100h - All All All

Hardware Intel Core I3-8100h - All All All

Hardware Intel Core I3-8100t - All All All

Hardware Intel Core I3-8100t - All All All

Hardware Intel Core I3-8109u - All All All

Hardware Intel Core I3-8109u - All All All

Hardware Intel Core I3-8130u - All All All

Hardware Intel Core I3-8130u - All All All

Hardware Intel Core I3-8140u - All All All

Hardware Intel Core I3-8140u - All All All

Hardware Intel Core I3-8145u - All All All

Hardware Intel Core I3-8145u - All All All

Hardware Intel Core I3-8145ue - All All All

Hardware Intel Core I3-8145ue - All All All

Hardware Intel Core I3-8300 - All All All

Hardware Intel Core I3-8300 - All All All

Hardware Intel Core I3-8300t - All All All

Hardware Intel Core I3-8300t - All All All

Hardware Intel Core I3-8350k - All All All

Hardware Intel Core I3-8350k - All All All

Hardware Intel Core I3-9100 - All All All

Hardware Intel Core I3-9100 - All All All

Hardware Intel Core I3-9100e - All All All

Hardware Intel Core I3-9100e - All All All

Hardware Intel Core I3-9100f - All All All

Hardware Intel Core I3-9100f - All All All

Hardware Intel Core I3-9100hl - All All All

Hardware Intel Core I3-9100hl - All All All

Hardware Intel Core I3-9100t - All All All

Hardware Intel Core I3-9100t - All All All

Hardware Intel Core I3-9100te - All All All

Hardware Intel Core I3-9100te - All All All

Hardware Intel Core I3-9300 - All All All
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Hardware Intel Core I3-9300 - All All All

Hardware Intel Core I3-9300t - All All All

Hardware Intel Core I3-9300t - All All All

Hardware Intel Core I3-9320 - All All All

Hardware Intel Core I3-9320 - All All All

Hardware Intel Core I3-9350k - All All All

Hardware Intel Core I3-9350k - All All All

Hardware Intel Core I3-9350kf - All All All

Hardware Intel Core I3-9350kf - All All All

Hardware Intel Core I3-l13g4 - All All All

Hardware Intel Core I3-l13g4 - All All All

Hardware Intel Core I5-10200h - All All All

Hardware Intel Core I5-10200h - All All All

Hardware Intel Core I5-10210u - All All All

Hardware Intel Core I5-10210u - All All All

Hardware Intel Core I5-10210y - All All All

Hardware Intel Core I5-10210y - All All All

Hardware Intel Core I5-10300h - All All All

Hardware Intel Core I5-10300h - All All All

Hardware Intel Core I5-1030g4 - All All All

Hardware Intel Core I5-1030g4 - All All All

Hardware Intel Core I5-1030g7 - All All All

Hardware Intel Core I5-1030g7 - All All All

Hardware Intel Core I5-10310u - All All All

Hardware Intel Core I5-10310u - All All All

Hardware Intel Core I5-10310y - All All All

Hardware Intel Core I5-10310y - All All All

Hardware Intel Core I5-1035g1 - All All All

Hardware Intel Core I5-1035g1 - All All All

Hardware Intel Core I5-1035g4 - All All All

Hardware Intel Core I5-1035g4 - All All All

Hardware Intel Core I5-1035g7 - All All All

Hardware Intel Core I5-1035g7 - All All All

Hardware Intel Core I5-1038ng7 - All All All

Hardware Intel Core I5-1038ng7 - All All All
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Hardware Intel Core I5-10400 - All All All

Hardware Intel Core I5-10400 - All All All

Hardware Intel Core I5-10400f - All All All

Hardware Intel Core I5-10400f - All All All

Hardware Intel Core I5-10400h - All All All

Hardware Intel Core I5-10400h - All All All

Hardware Intel Core I5-10400t - All All All

Hardware Intel Core I5-10400t - All All All

Hardware Intel Core I5-10500 - All All All

Hardware Intel Core I5-10500 - All All All

Hardware Intel Core I5-10500e - All All All

Hardware Intel Core I5-10500e - All All All

Hardware Intel Core I5-10500t - All All All

Hardware Intel Core I5-10500t - All All All

Hardware Intel Core I5-10500te - All All All

Hardware Intel Core I5-10500te - All All All

Hardware Intel Core I5-10600 - All All All

Hardware Intel Core I5-10600 - All All All

Hardware Intel Core I5-10600k - All All All

Hardware Intel Core I5-10600k - All All All

Hardware Intel Core I5-10600kf - All All All

Hardware Intel Core I5-10600kf - All All All

Hardware Intel Core I5-10600t - All All All

Hardware Intel Core I5-10600t - All All All

Hardware Intel Core I5-6200u - All All All
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