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Summary

CVE CVE-2020-10094

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-28 14:15:00 UTC

Updated 2020-05-04 21:43:00 UTC

Description A cross-site scripting (XSS) vulnerability in Lexmark CS31x before LW74.VYL.P273; CS41x before LW74.VY2.P273; CS51x before LW74.VY4.P273; CX310 before LW74.GM2.P273; CX410 & XC2130 before LW74.GM4.P273; CX510 & XC2132 before LW74.GM7.P273; MS310, MS312, MS317 before LW74.PRL.P273; MS410, M1140 before LW74.PRL.P273; MS315, MS415, MS417 before LW74.TL2.P273; MS51x, MS610dn, MS617 before LW74.PR2.P273; M1145, M3150dn before LW74.PR2.P273; MS610de, M3150 before LW74.PR4.P273; MS71x,M5163dn before LW74.DN2.P273; MS810, MS811, MS812, MS817, MS818 before LW74.DN2.P273; MS810de, M5155, M5163 before LW74.DN4.P273; MS812de, M5170 before LW74.DN7.P273; MS91x before LW74.SA.P273; MX31x, XM1135 before LW74.SB2.P273; MX410, MX510 & MX511 before LW74.SB4.P273; XM1140, XM1145 before LW74.SB4.P273; MX610 & MX611 before LW74.SB7.P273; XM3150 before LW74.SB7.P273; MX71x, MX81x before LW74.TU.P273; XM51xx & XM71xx before LW74.TU.P273; MX91x & XM91x before LW74.MG.P273; MX6500e before LW74.JD.P273; C746 before LHS60.CM2.P738; C748, CS748 before LHS60.CM4.P738; C792, CS796 before LHS60.HC.P738; C925 before LHS60.HV.P738; C950 before LHS60.TP.P738; X548 & XS548 before LHS60.VK.P738; X74x & XS748 before LHS60.NY.P738; X792 & XS79x before LHS60.MR.P738; X925 & XS925 before LHS60.HK.P738; X95x & XS95x before LHS60.TQ.P738; 6500e before LHS60.JR.P738;C734 LR.SK.P824 and earlier; C736 LR.SKE.P824 and earlier; E46x LR.LBH.P824 and earlier; T65x LR.JP.P824 and earlier; X46x LR.BS.P824 and earlier; X65x LR.MN.P824 and earlier; X73x LR.FL.P824 and earlier; W850 LP.JB.P823 and earlier; and X86x LP.SP.P823 and earlier.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark 6500e - All All All

Hardware Lexmark 6500e - All All All

Operating System Lexmark 6500e Firmware All All All All

Hardware Lexmark C734 - All All All

Hardware Lexmark C734 - All All All

Operating System Lexmark C734 Firmware All All All All

Hardware Lexmark C736 - All All All

Hardware Lexmark C736 - All All All

Operating System Lexmark C736 Firmware All All All All

Hardware Lexmark C746 - All All All

Hardware Lexmark C746 - All All All

Operating System Lexmark C746 Firmware All All All All

Hardware Lexmark C748 - All All All

Hardware Lexmark C748 - All All All

Operating System Lexmark C748 Firmware All All All All

Hardware Lexmark C792 - All All All

Hardware Lexmark C792 - All All All
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Hardware Lexmark C792 - All All All

Operating System Lexmark C792 Firmware All All All All

Hardware Lexmark C925 - All All All

Hardware Lexmark C925 - All All All

Operating System Lexmark C925 Firmware All All All All

Hardware Lexmark C950 - All All All

Hardware Lexmark C950 - All All All

Operating System Lexmark C950 Firmware All All All All

Hardware Lexmark Cs31x - All All All

Hardware Lexmark Cs31x - All All All

Operating System Lexmark Cs31x Firmware All All All All

Hardware Lexmark Cs41x - All All All

Hardware Lexmark Cs41x - All All All

Operating System Lexmark Cs41x Firmware All All All All

Hardware Lexmark Cs51x - All All All

Hardware Lexmark Cs51x - All All All

Operating System Lexmark Cs51x Firmware All All All All

Hardware Lexmark Cs748 - All All All

Hardware Lexmark Cs748 - All All All

Operating System Lexmark Cs748 Firmware All All All All

Hardware Lexmark Cs796 - All All All

Hardware Lexmark Cs796 - All All All

Operating System Lexmark Cs796 Firmware All All All All

Hardware Lexmark Cx310 - All All All

Hardware Lexmark Cx310 - All All All

Operating System Lexmark Cx310 Firmware All All All All

Hardware Lexmark Cx410 - All All All

Hardware Lexmark Cx410 - All All All

Operating System Lexmark Cx410 Firmware All All All All

Hardware Lexmark Cx510 - All All All

Hardware Lexmark Cx510 - All All All

Operating System Lexmark Cx510 Firmware All All All All

Hardware Lexmark E46x - All All All

Hardware Lexmark E46x - All All All

Operating System Lexmark E46x Firmware All All All All

Hardware Lexmark M1140 - All All All

http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c792_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c925
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c925
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c925_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c950
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c950
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/c950_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs31x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs31x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs31x_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs41x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs41x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs41x_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs51x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs51x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs51x_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs748
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs748
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs748_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs796
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs796
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cs796_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx310
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx310
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx310_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx410
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx410
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx410_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx510
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx510
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/cx510_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/e46x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/e46x
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/e46x_firmware
http://cve.report/vendor/lexmark
http://cve.report/software/lexmark/m1140


Hardware Lexmark M1140 - All All All

Operating System Lexmark M1140 Firmware All All All All

Hardware Lexmark M1145 - All All All

Hardware Lexmark M1145 - All All All

Operating System Lexmark M1145 Firmware All All All All

Hardware Lexmark M3150 - All All All

Hardware Lexmark M3150 - All All All

Hardware Lexmark M3150dn - All All All

Hardware Lexmark M3150dn - All All All

Operating System Lexmark M3150dn Firmware All All All All

Operating System Lexmark M3150 Firmware All All All All

Hardware Lexmark M5155 - All All All

Hardware Lexmark M5155 - All All All

Operating System Lexmark M5155 Firmware All All All All

Hardware Lexmark M5163 - All All All

Hardware Lexmark M5163 - All All All

Hardware Lexmark M5163dn - All All All

Hardware Lexmark M5163dn - All All All

Operating System Lexmark M5163dn Firmware All All All All

Operating System Lexmark M5163 Firmware All All All All

Hardware Lexmark M5170 - All All All

Hardware Lexmark M5170 - All All All

Operating System Lexmark M5170 Firmware All All All All

Hardware Lexmark Ms310 - All All All

Hardware Lexmark Ms310 - All All All

Operating System Lexmark Ms310 Firmware All All All All

Hardware Lexmark Ms312 - All All All

Hardware Lexmark Ms312 - All All All

Operating System Lexmark Ms312 Firmware All All All All

Hardware Lexmark Ms315 - All All All

Hardware Lexmark Ms315 - All All All

Operating System Lexmark Ms315 Firmware All All All All

Hardware Lexmark Ms317 - All All All

Hardware Lexmark Ms317 - All All All

Operating System Lexmark Ms317 Firmware All All All All

Hardware Lexmark Ms410 - All All All
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Hardware Lexmark Ms410 - All All All

Hardware Lexmark Ms410 - All All All

Operating System Lexmark Ms410 Firmware All All All All

Hardware Lexmark Ms415 - All All All

Hardware Lexmark Ms415 - All All All

Operating System Lexmark Ms415 Firmware All All All All

Hardware Lexmark Ms417 - All All All

Hardware Lexmark Ms417 - All All All

Operating System Lexmark Ms417 Firmware All All All All

Hardware Lexmark Ms51x - All All All

Hardware Lexmark Ms51x - All All All

Operating System Lexmark Ms51x Firmware All All All All

Hardware Lexmark Ms610de - All All All

Hardware Lexmark Ms610de - All All All

Operating System Lexmark Ms610de Firmware All All All All

Hardware Lexmark Ms610dn - All All All

Hardware Lexmark Ms610dn - All All All

Operating System Lexmark Ms610dn Firmware All All All All

Hardware Lexmark Ms617 - All All All

Hardware Lexmark Ms617 - All All All

Operating System Lexmark Ms617 Firmware All All All All

Hardware Lexmark Ms71x - All All All

Hardware Lexmark Ms71x - All All All

Operating System Lexmark Ms71x Firmware All All All All

Hardware Lexmark Ms810 - All All All

Hardware Lexmark Ms810 - All All All

Hardware Lexmark Ms810de - All All All

Hardware Lexmark Ms810de - All All All

Operating System Lexmark Ms810de Firmware All All All All

Operating System Lexmark Ms810 Firmware All All All All

Hardware Lexmark Ms811 - All All All

Hardware Lexmark Ms811 - All All All

Operating System Lexmark Ms811 Firmware All All All All

Hardware Lexmark Ms812 - All All All

Hardware Lexmark Ms812 - All All All

Hardware Lexmark Ms812de - All All All
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Hardware Lexmark Ms812de - All All All

Operating System Lexmark Ms812de Firmware All All All All

Operating System Lexmark Ms812 Firmware All All All All

Hardware Lexmark Ms817 - All All All

Hardware Lexmark Ms817 - All All All

Operating System Lexmark Ms817 Firmware All All All All

Hardware Lexmark Ms818 - All All All

Hardware Lexmark Ms818 - All All All

Operating System Lexmark Ms818 Firmware All All All All

Hardware Lexmark Ms91x - All All All

Hardware Lexmark Ms91x - All All All

Operating System Lexmark Ms91x Firmware All All All All

Hardware Lexmark Mx31x - All All All

Hardware Lexmark Mx31x - All All All

Operating System Lexmark Mx31x Firmware All All All All

Hardware Lexmark Mx410 - All All All

Hardware Lexmark Mx410 - All All All

Operating System Lexmark Mx410 Firmware All All All All

Hardware Lexmark Mx510 - All All All

Hardware Lexmark Mx510 - All All All

Operating System Lexmark Mx510 Firmware All All All All

Hardware Lexmark Mx511 - All All All

Hardware Lexmark Mx511 - All All All

Operating System Lexmark Mx511 Firmware All All All All

Hardware Lexmark Mx610 - All All All

Hardware Lexmark Mx610 - All All All

Operating System Lexmark Mx610 Firmware All All All All

Hardware Lexmark Mx611 - All All All

Hardware Lexmark Mx611 - All All All

Operating System Lexmark Mx611 Firmware All All All All

Hardware Lexmark Mx6500e - All All All

Hardware Lexmark Mx6500e - All All All

Operating System Lexmark Mx6500e Firmware All All All All

Hardware Lexmark Mx71x - All All All

Hardware Lexmark Mx71x - All All All
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Operating System Lexmark Mx71x Firmware All All All All

Hardware Lexmark Mx81x - All All All

Hardware Lexmark Mx81x - All All All

Operating System Lexmark Mx81x Firmware All All All All

Hardware Lexmark Mx91x - All All All

Hardware Lexmark Mx91x - All All All

Operating System Lexmark Mx91x Firmware All All All All

Hardware Lexmark T65x - All All All

Hardware Lexmark T65x - All All All

Operating System Lexmark T65x Firmware All All All All

Hardware Lexmark W850 - All All All

Hardware Lexmark W850 - All All All

Operating System Lexmark W850 Firmware All All All All

Hardware Lexmark X46x - All All All

Hardware Lexmark X46x - All All All

Operating System Lexmark X46x Firmware All All All All

Hardware Lexmark X548 - All All All

Hardware Lexmark X548 - All All All

Operating System Lexmark X548 Firmware All All All All

Hardware Lexmark X65x - All All All

Hardware Lexmark X65x - All All All

Operating System Lexmark X65x Firmware All All All All

Hardware Lexmark X73x - All All All

Hardware Lexmark X73x - All All All

Operating System Lexmark X73x Firmware All All All All

Hardware Lexmark X74x - All All All

Hardware Lexmark X74x - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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