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In Twisted Web through 19.10.0, there was an HTTP request splitting vulnerability. When presented with two content-lengtt
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Oracle Solaris 10 All All All
Oracle Solaris 11 All All All
Oracle Zfs Storage Appliance Kit 8.8 All All All
Twistedmatrix Twisted All All All All

References

[SECURITY] Fedora 32 Update: python-twisted-19.10.0-2.fc32 - package-announce - Fedora Mailing-Lists

Reference Source Link
Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com
Twisted: Access restriction bypasses (GLSA 202007-24) — Gentoo security GENTOO  security.gentoo.org
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Bishop Fox Advisories

USN-4308-1: Twisted vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 32 Update: python-twisted-19.10.0-2.fc32 - package-announce - Fedora Mailing-Lists
USN-4308-2: Twisted vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 31 Update: python-twisted-19.2.1-6.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2927-1] twisted security update

[SECURITY] Fedora 31 Update: python-twisted-19.2.1-6.fc31 - package-announce - Fedora Mailing-Lists
Twisted Version 19.10.0
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Legacy QID Mappings

159768 Oracle Enterprise Linux Security Update for ol-automation-manager (ELSA-2022-9341)

179090 Debian Security Update for twisted (DLA 2927-1)

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

501228 Alpine Linux Security Update for py3-twisted

505329 Alpine Linux Security Update for py3-twisted

900059 CBL-Mariner Linux Security Update for python-twisted 19.2.1

901230 Common Base Linux Mariner (CBL-Mariner) Security Update for python-twisted (6819-1)

903079 Common Base Linux Mariner (CBL-Mariner) Security Update for python-twisted (4686)

981570 Python (pip) Security Update for Twisted (GHSA-h96w-mmrf-2h6v)
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