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CVE CVE-2020-10134
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-19 16:15:00 UTC
Updated 2020-05-21 18:58:00 UTC
Description Pairing in Bluetooth® Core v5.2 and earlier may permit an unauthenticated attacker to acquire credentials with two pairing ¢
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Risk And Classification

Problem Types: CWE-436

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bluetooth Bluetooth Core All All All All
Application Bluetooth Bluetooth Core All All All All
Application Bluetooth Bluetooth Core All All All All

References |
Reference Source

VU#534195 - Bluetooth devices supporting LE and specific BR/EDR implementations are vulnerable to method confusion attacks CERT-VN

Security Notice | Bluetooth® Technology Website CONFIRN
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Ludwig Peuckert and Maximilian von Tschirschnitz for reporting this
vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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