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Summary

CVE CVE-2020-10138

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-21 14:15:00 UTC

Updated 2021-12-20 22:24:00 UTC

Description Acronis Cyber Backup 12.5 and Cyber Protect 15 include an OpenSSL component that specifies an OPENSSLDIR variable as a subdirectory within C:\jenkins_agent\. Acronis Cyber Backup and Cyber Protect contain a privileged service that uses this OpenSSL component. Because unprivileged Windows users can create subdirectories off of the system root, a user can create the appropriate path to a specially-crafted openssl.cnf file to achieve arbitrary code execution with SYSTEM privileges.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acronis Cyber Backup All All All All

Application Acronis Cyber Backup All All All All

Application Acronis Cyber Protect All All All All

Application Acronis Cyber Protect All All All All

References

Reference Source Link Tags

VU#114757 - Acronis backup software contains multiple privilege escalation vulnerabilities MISC www.kb.cert.org Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Will Dormann

Legacy QID Mappings

376220 Acronis Cyber Protect Arbitrary Code Execution Vulnerability

https://cve.report/
https://cve.report/CVE-2020-10138/mitre
https://cve.report/CVE-2020-10138/nist
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https://cve.report/CVE-2020-10138.pdf
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https://www.cve.org/CVERecord?id=CVE-2020-10138
https://nvd.nist.gov/vuln/detail/CVE-2020-10138
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