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Pillow before 7.1.0 has multiple out-of-bounds reads in libimaging/FliDecode.c.
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Reference

USN-4430-1: Pillow vulnerabilities | Ubuntu security notices | Ubuntu

7.1.0 — Pillow (PIL Fork) 7.1.2 documentation
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[SECURITY] Fedora 31 Update: python-pillow-6.2.2-3.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: python-pillow-7.0.0-4.fc32 - package-announce - Fedora Mailing-Lists

CAaAdAava Mailina

Source

UBUNTU

MISC
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Link
lists.fedoraproject.org
lists.fedoraproject.org
usn.ubuntu.com

pillow.readthedocs.io
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USN-4430-2: Pillow vulnerabilities | Ubuntu security notices | Ubuntu

Update 7.1.0 release notes with CVEs by hugovk - Pull Request #4538 - python-pillow/Pillow - GitHub
[SECURITY] [DLA 2317-1] pillow security update

Fix multiple OOB reads in FLI decoding by hugovk - Pull Request #4503 - python-pillow/Pillow - GitHub
History for src/liblmaging - python-pillow/Pillow - GitHub

[SECURITY] Fedora 32 Update: python-pillow-7.0.0-4.fc32 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)

670236 EulerOS Security Update for python-pillow (EulerOS-SA-2021-1840)

980740 Python (pip) Security Update for Pillow (GHSA-cghg-xjhh-p8hf)
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