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CVE-2020-10188

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-10188

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2020-03-06 15:15:00 UTC

2023-11-07 03:14:00 UTC

utility.c in telnetd in netkit telnet through 0.17 allows remote attackers to execute arbitrary code via short writes or urgent da
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Languaq
Arista Eos 4.24.0f All All All
Arista Eos All All All All
Arista Eos All All All All
Arista Eos All All All All
Arista Eos All All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Juniper Junos 12.3 - All All
Juniper Junos 12.3 r All All
Juniper Junos 12.3 r10 All All
Juniper Junos 12.3 r10-s1 All All
Juniper Junos 12.3 r10-s2  All All
Juniper Junos 12.3 ri1 All All
Juniper Junos 12.3 r12 All All
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Operating System  Juniper Junos 19.1 r2 All All
Operating System  Juniper Junos 19.1 r2-si All All
Operating System  Juniper Junos 19.1 r3 All All
Operating System  Juniper Junos 19.1 r3-s1 All All
Operating System  Juniper Junos 19.2 - All All
Operating System  Juniper Junos 19.2 r1 All All
Operating System  Juniper Junos 19.2 r1-s1 All All
Operating System  Juniper Junos 19.2 r1-s2 All All
Operating System  Juniper Junos 19.2 r1-s3 All All
Operating System  Juniper Junos 19.2 r1-s4 All All
Operating System  Juniper Junos 19.3 - All All
Operating System  Juniper Junos 19.3 r1 All All
Operating System  Juniper Junos 19.3 ri1-s1 All All
Operating System  Juniper Junos 19.3 r2 All All
Operating System  Juniper Junos 19.3 r2-s1 All All
Operating System  Juniper Junos 19.3 r2-s2 All All
Operating System  Juniper Junos 19.4 - All All
Operating System  Juniper Junos 19.4 r1 All All
Operating System  Juniper Junos 19.4 r1-s1 All All
Operating System  Juniper Junos 19.4 r1-s2 All All
Operating System  Juniper Junos 19.4 r2 All All
Operating System  Juniper Junos 20.1 - All All
Operating System  Juniper Junos 20.1 r1 All All
Operating System  Juniper Junos 201 r1-s1 All All
Application Netkit Telnet Project  Netkit Telnet All All All All
Application Oracle Communications Performance Intelligence Center 10.4.0.2 All All All
il |
Reference Source Link
APPGate Research Blog: BraveStarr — A Fedora 31 netkit telnetd remote exploit MISC appgateresearch.blogspot.con
Telnet Vulnerability Affecting Cisco Products: June 2020 CISCO tools.cisco.com
[SECURITY] Fedora 31 Update: telnet-0.17-78.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 30 Update: telnet-0.17-77.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Security Advisory 0048 - Arista MISC www.arista.com
[SECURITY] Fedora 32 Update: telnet-0.17-79.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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http://cve.report/vendor/netkit_telnet_project
http://cve.report/software/netkit_telnet_project/netkit_telnet
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_performance_intelligence_center
https://appgateresearch.blogspot.com/2020/02/bravestarr-fedora-31-netkit-telnetd_28.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-telnetd-EFJrEzPx
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7FMTRRQTYKWZD2GMXX3GLZV46OLPCLVK/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/K3VJ6V2Z3JRNJOBVHSOPMAC76PSSKG6A/
https://www.arista.com/en/support/advisories-notices/security-advisories/10702-security-advisory-48
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HLU6FL24BSQQEB2SJC26NLJ2MANQDA7M/

krb5-appl/utility.c at d00cd671dfe945791b33d4f1f6a5c57ae1667ef8 - krb5/krb5-appl - GitHub
[SECURITY] Fedora 32 Update: telnet-0.17-79.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: telnet-0.17-77.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2341-1] inetutils security update

[SECURITY] Fedora 31 Update: telnet-0.17-78.fc31 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - April 2021

[SECURITY] [DLA 2176-1] inetutils security update

CVE Program record

NVD vulnerability detail

MISC

FEDORA

MLIST

FEDORA

MISC

MLIST

CVE.ORG

NVD

/

No vendor comments have been submitted for this CVE.

github.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.debian.org
lists.fedoraproject.org
www.oracle.com
lists.debian.org

www.cve.org

nvd.nist.gov

Legacy QID Mappings

198466 Ubuntu Security Notification for Inetutils Vulnerability (USN-5048-1)

240431 Red Hat Update for telnet (RHSA-2022:0011)

377189 Alibaba Cloud Linux Security Update for telnet (ALINUX2-SA-2020:0084)

© CVE.report 2026 |

730194 Palo Alto Networks PAN-OS Telnet Remote-Code-Execution (RCE) Vulnerability (PAN-158262)

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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