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Summary

CVE CVE-2020-10257

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-10 00:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The ThemeREX Addons plugin before 2020-03-09 for WordPress lacks access control on the /trx_addons/v2/get/sc_layout REST API endpoint, allowing for PHP functions to be executed by any users, because includes/plugin.rest-api.php calls trx_addons_rest_get_sc_layout with an unsafe sc parameter.

Risk And Classification

Problem Types: CWE-94 | CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Themerex Addons 1.0.49.10 All All All

Application Themerex Addons 1.6.49.5 All All All

Application Themerex Addons 1.6.49.6 All All All

Application Themerex Addons 1.6.49.6.2 All All All

Application Themerex Addons 1.6.49.8 All All All

Application Themerex Addons 1.6.50 All All All

Application Themerex Addons 1.6.50.1 All All All

Application Themerex Addons 1.6.51.1 All All All

Application Themerex Addons 1.6.51.3 All All All

Application Themerex Addons 1.6.52.1 All All All

Application Themerex Addons 1.6.52.2 All All All

Application Themerex Addons 1.6.53 All All All

Application Themerex Addons 1.6.53.1 All All All

Application Themerex Addons 1.6.53.2 All All All

Application Themerex Addons 1.6.53.3 All All All

Application Themerex Addons 1.6.54 All All All

Application Themerex Addons 1.6.55.1 All All All
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Application Themerex Addons 1.6.55.1 All All All

Application Themerex Addons 1.6.55.3 All All All

Application Themerex Addons 1.6.55.4 All All All

Application Themerex Addons 1.6.55.7 All All All

Application Themerex Addons 1.6.56 All All All

Application Themerex Addons 1.6.57 All All All

Application Themerex Addons 1.6.57.2 All All All

Application Themerex Addons 1.6.57.3 All All All

Application Themerex Addons 1.6.57.4 All All All

Application Themerex Addons 1.6.58.2 All All All

Application Themerex Addons 1.6.59 All All All

Application Themerex Addons 1.6.59.1.1 All All All

Application Themerex Addons 1.6.59.2 All All All

Application Themerex Addons 1.6.59.3 All All All

Application Themerex Addons 1.6.60 All All All

Application Themerex Addons 1.6.61 All All All

Application Themerex Addons 1.6.61.1 All All All

Application Themerex Addons 1.6.61.2 All All All

Application Themerex Addons 1.6.61.3 All All All

Application Themerex Addons 1.6.62.1 All All All

Application Themerex Addons 1.6.62.3 All All All

Application Themerex Addons 1.6.65 All All All

Application Themerex Addons 1.6.66 All All All

Application Themerex Addons 1.6.67 All All All

Application Themerex Addons 1.70.3 All All All

Application Themerex Addons 1.0.49.10 All All All

Application Themerex Addons 1.6.49.5 All All All
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Application Themerex Addons 1.6.50 All All All
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Application Themerex Addons 1.6.51.1 All All All

Application Themerex Addons 1.6.51.3 All All All

Application Themerex Addons 1.6.52.1 All All All

Application Themerex Addons 1.6.52.2 All All All
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Application Themerex Addons 1.6.58.2 All All All

Application Themerex Addons 1.6.59 All All All

Application Themerex Addons 1.6.59.1.1 All All All

Application Themerex Addons 1.6.59.2 All All All

Application Themerex Addons 1.6.59.3 All All All
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Application Themerex Addons 1.6.61.1 All All All

Application Themerex Addons 1.6.61.2 All All All

Application Themerex Addons 1.6.61.3 All All All

Application Themerex Addons 1.6.62.1 All All All

Application Themerex Addons 1.6.62.3 All All All

Application Themerex Addons 1.6.65 All All All

Application Themerex Addons 1.6.66 All All All

Application Themerex Addons 1.6.67 All All All

Application Themerex Addons 1.70.3 All All All

Application Themerex Aldo-gutenberg Wordpress Blog Theme All All All All

Application Themerex Aldo-gutenberg Wordpress Blog Theme All All All All

Application Themerex Amuli All All All All

Application Themerex Amuli All All All All

Application Themerex Blabber All All All All

Application Themerex Blabber All All All All
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Application Themerex Blabber All All All All

Application Themerex Bonkozoo Zoo All All All All
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Application Themerex Briny-diving Wordpress Theme All All All All
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Application Themerex Bugster-pests Control All All All All
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Application Themerex Buzz Stone-magazine Blog All All All All
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Application Themerex Chainpress All All All All

Application Themerex Chainpress All All All All

Application Themerex Chit Club-board Games All All All All

Application Themerex Chit Club-board Games All All All All

Application Themerex Coinpress-cryptocurrency Magazine Blog Wordpress Theme All All All All
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Application Themerex Corredo Sport Event All All All All
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Application Themerex Dronex-aerial Photography Services All All All All
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Application Themerex Especio-food Gutenberg Theme All All All All

Application Themerex Especio-food Gutenberg Theme All All All All

Application Themerex Fc United-football All All All All

Application Themerex Fc United-football All All All All

Application Themerex Gloss Blog All All All All

Application Themerex Gloss Blog All All All All

Application Themerex Gridiron All All All All

Application Themerex Gridiron All All All All

Application Themerex Hallelujah-church All All All All

Application Themerex Hallelujah-church All All All All

Application Themerex Heaven 11-multiskin Property Theme All All All All

Application Themerex Heaven 11-multiskin Property Theme All All All All

Application Themerex Helion-agency Portfolio All All All All

Application Themerex Helion-agency Portfolio All All All All

Application Themerex Hobo Digital Nomad Blog All All All All

Application Themerex Hobo Digital Nomad Blog All All All All

Application Themerex Impacto Patronus Multi-landing All All All All
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Application Themerex Pixefy All All All All
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