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the main user account has restricted privileges but is in the sudoers group and there is not any mechanism in place to prev
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Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Vendor Product Version Update Edition Language
Ufactory Xarm 5 Lite - All All All
Ufactory Xarm 5 Lite - All All All
Ufactory Xarm 5 Lite Firmware All All All All
Ufactory Xarm 6 - All All All
Ufactory Xarm 6 - All All All
Ufactory Xarm 6 Firmware - All All All
Ufactory Xarm 6 Firmware - All All All
Ufactory Xarm 7 - All All All
Ufactory Xarm 7 - All All All
Ufactory Xarm 7 Firmware - All All All
Ufactory Xarm 7 Firmware - All All All
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RVD#3323: Mismanaged permission implementation leads to privilege escalation, exfiltration of sensitive information, and DoS - Issue #3323
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Vendor Comments And Credit

Discovery Credit
LEGACY: Alfonso Glera (Alias Robotics)

There are currently no legacy QID mappings associated with this CVE.
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