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CVE CVE-2020-10287
State PUBLIC
Assigner cve@aliasrobotics.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-15 23:15:00 UTC
Updated 2020-07-24 14:31:00 UTC
Description The IRC5 family with UAS service enabled comes by default with credentials that can be found on publicly available manua

/ |
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Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Abb Irb140 - All All All

Hardware Abb Irb140 - All All All

Operating System Abb Irb140 Firmware - All All All

Operating System Abb Irb140 Firmware - All All All

Hardware Abb Irc5 - All All All

Hardware Abb Irc5 - All All All

Operating System Abb Irc5 Firmware - All All All

Operating System Abb Irc5 Firmware - All All All

Reference Source Link Ta

RVD#3326: Hardcoded default credentials on IRC 5 OPC Server - Issue #3326 - aliasrobotics/RVD - GitHub  CONFIRM  github.com Th

CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov  ca
a Ty

e ]

Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2020-10287/mitre
https://cve.report/CVE-2020-10287/nist
https://cve.report/CVE-2020-10287/cve_org
https://cve.report/CVE-2020-10287.pdf
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5_firmware
https://github.com/aliasrobotics/RVD/issues/3326
https://www.cve.org/CVERecord?id=CVE-2020-10287
https://nvd.nist.gov/vuln/detail/CVE-2020-10287

LEGACY: Alfonso Glera, Victor Mayoral Vilches (Alias Robotics)

There are currently no legacy QID mappings associated with this CVE.
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