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Summary

CVE CVE-2020-10288

State PUBLIC

Assigner cve@aliasrobotics.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-15 23:15:00 UTC

Updated 2020-07-23 17:22:00 UTC

Description IRC5 exposes an ftp server (port 21). Upon attempting to gain access you are challenged with a request of username and password, however you can input whatever you like. As long as the field isn't empty it will be accepted.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Irb140 - All All All

Hardware Abb Irb140 - All All All

Hardware Abb Irc5 - All All All

Hardware Abb Irc5 - All All All

Application Abb Robotware 5.09 All All All

Application Abb Robotware 5.09 All All All

Operating System Windriver Vxworks 5.5.1 All All All

Operating System Windriver Vxworks 5.5.1 All All All

References

Reference Source Link

RVD#3327: No authentication required for accesing ABB IRC5 FTP server · Issue #3327 · aliasrobotics/RVD · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

https://cve.report/
https://cve.report/CVE-2020-10288/mitre
https://cve.report/CVE-2020-10288/nist
https://cve.report/CVE-2020-10288/cve_org
https://cve.report/CVE-2020-10288.pdf
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140
http://cve.report/vendor/abb
http://cve.report/software/abb/irb140
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5
http://cve.report/vendor/abb
http://cve.report/software/abb/irc5
http://cve.report/vendor/abb
http://cve.report/software/abb/robotware
http://cve.report/vendor/abb
http://cve.report/software/abb/robotware
http://cve.report/vendor/windriver
http://cve.report/software/windriver/vxworks
http://cve.report/vendor/windriver
http://cve.report/software/windriver/vxworks
https://github.com/aliasrobotics/RVD/issues/3327
https://www.cve.org/CVERecord?id=CVE-2020-10288
https://nvd.nist.gov/vuln/detail/CVE-2020-10288


LEGACY: Alfonso Glera, Victor Mayoral Vilches (Alias Robotics)

There are currently no legacy QID mappings associated with this CVE.
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