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Summary

CVE CVE-2020-10509

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-27 08:15:00 UTC

Updated 2020-03-30 20:51:00 UTC

Description Sunnet eHRD, a human training and development management system, contains vulnerability of Cross-Site Scripting (XSS), attackers can inject arbitrary command into the system and launch XSS attack.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Ehrd 8.0 All All All

Application Sun Ehrd 9.0 All All All

Application Sun Ehrd 8.0 All All All

Application Sun Ehrd 9.0 All All All

References

Reference

TWCERT/CC台灣電腦網路危機處理暨協調中心-資安服務-台灣漏洞揭露平台 (TVN)-TVN (Taiwan Vulnerability Note) 漏洞公告-Sunnet 教育訓練管理系統 - 跨站腳本攻擊(XSS)

CHT Security Red Team Discovered Several Vulnerabilities in Well-Known Domestic Learning System｜中華資安國際 CHT Security Co., Ltd.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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