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Summary

CVE CVE-2020-10560

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-30 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in Open Source Social Network (OSSN) through 5.3. A user-controlled file path with a weak cryptographic rand() can be used to read any file with the permissions of the webserver. This can lead to further compromise. The attacker must conduct a brute-force attack against the SiteKey to insert into a crafted URL for components/OssnComments/ossn_com.php and/or libraries/ossn.lib.upgrade.php.

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensource-socialnetwork Open Source Social Network All All All All

References

Reference Source Link Tags

GitHub - LucidUnicorn/CVE-2020-10560-Key-Recovery MISC github.com Third Party Advisory

CVE-2020-10560 - OSSN Arbitrary File Read | TechAnarchy MISC techanarchy.net Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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