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Certain versions of Debian Linux from Debian contain the following
vulnerability:

pam-krb5 before 4.9 has a buffer overflow that might cause remote
code execution in situations involving supplemental prompting by a
Kerberos library. It may overflow a buffer provided by the underlying
Kerberos library by a single '\0' byte if an attacker responds to a prompt
with an answer of a carefully chosen length. The effect may range from

heap corruption to stack corruption depending on the structure of the underlying Kerberos
library, with unknown effects but possibly including code execution. This code path is not used
for normal authentication, but only when the Kerberos library does supplemental prompting,
such as with PKINIT or when using the non-standard no_prompt PAM configuration option.
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CVE References

CVE-2020-10595 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2020-10595/mitre
https://cve.report/CVE-2020-10595/nist
https://cve.report/CVE-2020-10595/cve_org
https://cve.report/CVE-2020-10595.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/


Description Tags Link

Debian -- Security Information -- DSA-4648-1
libpam-krb5

Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-4648

oss-security - pam-krb5 security advisory (4.9 and
earlier)

Mailing List

Patch

Third Party Advisory

www.openwall.com

text/html

 CONFIRM www.openwall.com/lists/oss-
security/2020/03/31/1

pam-krb5 2020-03-30 Advisory www.eyrie.org

text/xml

 MISC www.eyrie.org/~eagle/software/pam-
krb5/security/2020-03-30.html

Add CVE for buffer overflow security fix · rra/pam-
krb5@e7879e2 · GitHub

Patch

Third Party Advisory

github.com

text/html

 CONFIRM github.com/rra/pam-
krb5/commit/e7879e27a37119fad4faf133a9f70bdcdc75d760

[SECURITY] [DLA 2166-1] libpam-krb5 security
update

Mailing List

Third Party Advisory

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20200401 [SECURITY] [DLA
2166-1] libpam-krb5 security update

USN-4314-1: pam-krb5 vulnerability | Ubuntu
security notices | Ubuntu

usn.ubuntu.com

text/html

 UBUNTU USN-4314-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Debian Debian Linux 10.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Operating
System

Debian Debian Linux 10.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Application Pam-krb5 Project Pam-krb5 All All All All

Application Pam-krb5 Project Pam-krb5 All All All All
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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