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Summary

CVE CVE-2020-10608

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-24 23:15:00 UTC

Updated 2020-08-05 18:06:00 UTC

Description In OSIsoft PI System multiple products and versions, a local attacker can plant a binary and bypass a code integrity check for loading PI System libraries. This exploitation can target another local user of PI System software on the computer to escalate privilege and result in unauthorized information disclosure, deletion, or modification.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Osisoft Pi Api All All All All

Application Osisoft Pi Api All All All All

Application Osisoft Pi Buffer Subsystem All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector All All All All

Application Osisoft Pi Connector Relay All All All All

Application Osisoft Pi Data Archive All All All All

Application Osisoft Pi Data Collection Manager All All All All
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Application Osisoft Pi Data Collection Manager All All All All

Application Osisoft Pi Integrator All All All All

Application Osisoft Pi Interface Configuration Utility All All All All

Application Osisoft Pi To Ocs All All All All

References

Reference Source Link Tags

OSIsoft PI System (Update A) | CISA MISC us-cert.cisa.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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