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Summary

CVE CVE-2020-10691

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-30 17:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description An archive traversal flaw was found in all ansible-engine versions 2.9.x prior to 2.9.7, when running ansible-galaxy collection install. When extracting a collection .tar.gz file, the directory is created without sanitizing the filename. An attacker could take advantage to overwrite any file within the system.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Tower 3.0 All All All

Application Redhat Ansible Tower 3.0 All All All

References

Reference Source

ansible-galaxy - Fix tar path traversal issue during install - CVE-2020-10691 by jborean93 · Pull Request #68596 · ansible/ansible · GitHub CONFIRM

1817161 – (CVE-2020-10691) CVE-2020-10691 Ansible: archive traversal vulnerability in ansible-galaxy collection install CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356226 Amazon Linux Security Advisory for ansible : ALASANSIBLE2-2023-008

500010 Alpine Linux Security Update for ansible
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500010 Alpine Linux Security Update for ansible

501350 Alpine Linux Security Update for ansible-base

982729 Python (pip) Security Update for ansible (GHSA-3c67-gc48-983w)
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