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CVE CVE-2020-10700
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-04 21:15:00 UTC
Updated 2023-11-07 03:14:00 UTC
Description A use-after-free flaw was found in the way samba AD DC LDAP servers, handled 'Paged Results' control is combined with
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Opensuse Leap 15.2 All All All

Operating System Opensuse Leap 15.2 All All All

Application Samba Samba All All All All

Application Samba Samba All All All All

Reference Source Link
[security-announce] openSUSE-SU-2020:1023-1: important: Security update SUSE lists.opensus
[SECURITY] Fedora 32 Update: samba-4.12.2-0.fc32.1 - package-announce - Fedora Mailing-Lists lists.fedorapr

1825731 — (CVE-2020-10700) CVE-2020-10700 samba: Use-after-free in Samba AD DC LDAP Server with ASQ CONFIRM  bugzilla.redh

[SECURITY] Fedora 32 Update: samba-4.12.2-0.fc32.1 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr
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[security-announce] openSUSE-SU-2020:1313-1: important: Security update SUSE lists.opensus

Samba: Multiple vulnerabilities (GLSA 202007-15) — Gentoo security GENTOO  security.gent
Samba - Security Announcement Archive MISC www.samba.
[SECURITY] Fedora 31 Update: libldb-2.0.10-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedorapr
[SECURITY] Fedora 30 Update: samba-4.10.15-0.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr
[SECURITY] Fedora 31 Update: libldb-2.0.10-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr
[SECURITY] Fedora 30 Update: samba-4.10.15-0.fc30 - package-announce - Fedora Mailing-Lists lists.fedorapr
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500627 Alpine Linux Security Update for samba

504387 Alpine Linux Security Update for samba
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