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CVE CVE-2020-10705
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-10 20:15:00 UTC
Updated 2022-02-22 10:02:00 UTC
Description A flaw was discovered in Undertow in versions before Undertow 2.1.1.Final where certain requests to the "Expect: 100-coni
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Oncommand Insight - All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Application Redhat Jboss Enterprise Application Platform - All All All
Application Redhat Jboss Enterprise Application Platform 7.2 All All All
Application Redhat Openshift Application Runtimes - All All All
Application Redhat Undertow All All All All
Application Redhat Undertow All All All All
References
Reference

February 2022 Undertow Vulnerabilities in NetApp Products | NetApp Product Security
1803241 — (CVE-2020-10705) CVE-2020-10705 undertow: Memory exhaustion issue in HttpReadListener via "Expect: 100-continue" header
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981879 Java (maven) Security Update for io.undertow:undertow-core (GHSA-g4cp-h53p-v3v8)
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