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Summary

CVE CVE-2020-10733

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-16 15:15:00 UTC

Updated 2022-01-06 14:19:00 UTC

Description The Windows installer for PostgreSQL 9.5 - 12 invokes system-provided executables that do not have fully-qualified paths. Executables in the directory where the installer loads or the current working directory take precedence over the intended executables. An attacker having permission to add files into one of those directories can use this to execute arbitrary code with the installer's administrative rights.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

References

Reference Source Link Tags

CVE-2020-10733 PostgreSQL Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

PostgreSQL: PostgreSQL 12.3, 11.8, 10.13, 9.6.18, and 9.5.22 Released! MISC www.postgresql.org Vendor Advisory

PostgreSQL: Security Information MISC www.postgresql.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900047 CBL-Mariner Linux Security Update for postgresql 12.1

903044 Common Base Linux Mariner (CBL-Mariner) Security Update for postgresql (2659)
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