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Summary

CVE CVE-2020-10736

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-22 18:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description An authorization bypass vulnerability was found in Ceph versions 15.2.0 before 15.2.2, where the ceph-mon and ceph-mgr daemons do not properly restrict access, resulting in gaining access to unauthorized resources. This flaw allows an authenticated client to modify the configuration and possibly conduct further attacks.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Ceph All All All All

Application Linuxfoundation Ceph All All All All

References

Reference Source Link

Ceph v15.2.2 Octopus released - Ceph MISC ceph.io

1833025 – (CVE-2020-10736) CVE-2020-10736 ceph: authorization bypass in monitor and manager daemons CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501531 Alpine Linux Security Update for ceph

502825 Alpine Linux Security Update for ceph16

505715 Alpine Linux Security Update for ceph16
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