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Summary

CVE CVE-2020-10744

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-15 14:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description An incomplete fix was found for the fix of the flaw CVE-2020-1733 ansible: insecure temporary directory when running become_user from become directive. The provided fix is insufficient to prevent the race condition on systems using ACLs and FUSE filesystems. Ansible Engine 2.7.18, 2.8.12, and 2.9.9 as well as previous versions are affected and Ansible Tower 3.4.5, 3.5.6 and 3.6.4 as well as previous versions are affected.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ansible All All All All

Application Redhat Ansible All All All All

Application Redhat Ansible All All All All

Application Redhat Ansible Tower All All All All

Application Redhat Ansible Tower All All All All

Application Redhat Ansible Tower All All All All

References

Reference Source Link Tags

1835566 – (CVE-2020-10744) CVE-2020-10744 ansible: incomplete fix for CVE-2020-1733 CONFIRM bugzilla.redhat.com Issue Tracking, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690148 Free Berkeley Software Distribution (FreeBSD) Security Update for ansible (50ec3a01-ad77-11eb-8528-8c164582fbac)
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900262 CBL-Mariner Linux Security Update for ansible 2.9.9

903399 Common Base Linux Mariner (CBL-Mariner) Security Update for ansible (1869)
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