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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-26 15:15:00 UTC
Updated 2023-11-07 03:14:00 UTC
Description A flaw was found in the Red Hat Ceph Storage RadosGW (Ceph Object Gateway). The vulnerability is related to the injectic
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

References

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Linuxfoundation Ceph All All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.1 All All All
Application Redhat Ceph Storage 3.0 All All All
Application Redhat Ceph Storage 4.0 All All All
Application Redhat Ceph Storage 3.0 All All All
Application Redhat Ceph Storage 4.0 All All All
Application Redhat Openstack 15 All All All
Application Redhat Openstack 15.0 All All All
Application Redhat Openstack 15.0 All All All
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[SECURITY] [DLA 3629-1] ceph security update MLIST lists.deb
1840744 — (CVE-2020-10753) CVE-2020-10753 ceph: radosgw: HTTP header injection via CORS ExposeHeader tag CONFIRM  bugzilla.
[SECURITY] Fedora 32 Update: ceph-14.2.10-1.fc32 - package-announce - Fedora Mailing-Lists lists.fed(
[SECURITY] Fedora 32 Update: ceph-14.2.10-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedc
[security-announce] openSUSE-SU-2020:0898-1: important: Security update SUSE lists.ope
USN-4528-1: Ceph vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubu
[SECURITY] [DLA 2735-1] ceph security update MLIST lists.deb
Ceph: Multiple vulnerabilities (GLSA 202105-39) — Gentoo security GENTOO  security.
CVE Program record CVE.ORG www.cv(
NVD vulnerability detail NVD nvd.nist.
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178752 Debian Security Update for ceph (DLA 2735-1)

501531 Alpine Linux Security Update for ceph

502825 Alpine Linux Security Update for ceph16

505715 Alpine Linux Security Update for ceph16

6000278 Debian Security Update for ceph (DLA 3629-1)

670530 EulerOS Security Update for ceph (EulerOS-SA-2021-2288)

671554 EulerOS Security Update for ceph-common (EulerOS-SA-2022-1525)

671652 EulerOS Security Update for ceph-common (EulerOS-SA-2022-1708)

690470 Free Berkeley Software Distribution (FreeBSD) Security Update for ceph14 (f20eb9a4-dfea-11ea-a9b8-9c5c8e84d621)

710075 Gentoo Linux Ceph Multiple vulnerabilities (GLSA 202105-39)
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