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Summary

CVE CVE-2020-10754

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 18:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description It was found that nmcli, a command line interface to NetworkManager did not honour 802-1x.ca-path and 802-1x.phase2-ca-path settings, when creating a new profile. When a user connects to a network using this profile, the authentication does not happen and the connection is made insecurely.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Gnome Networkmanager All All All All

Application Gnome Networkmanager All All All All

References

Reference

[SECURITY] Fedora 31 Update: NetworkManager-1.20.12-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: NetworkManager-1.20.12-1.fc31 - package-announce - Fedora Mailing-Lists

1841041 – (CVE-2020-10754) CVE-2020-10754 NetworkManager: user configuration not honoured leaving the connection unauthenticated via insecure defaults

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377428 Alibaba Cloud Linux Security Update for networkmanager (ALINUX2-SA-2020:0151)
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