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Summary

CVE CVE-2020-10755

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-10 17:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description An insecure-credentials flaw was found in all openstack-cinder versions before openstack-cinder 14.1.0, all openstack-cinder 15.x.x versions before openstack-cinder 15.2.0 and all openstack-cinder 16.x.x versions before openstack-cinder 16.1.0. When using openstack-cinder with the Dell EMC ScaleIO or VxFlex OS backend storage driver, credentials for the entire backend are exposed in the ``connection_info`` element in all Block Storage v3 Attachments API calls containing that element. This flaw enables an end-user to create a volume, make an API call to show the attachment detail information, and retrieve a username and password that may be used to connect to another user's volume. Additionally, these credentials are valid for the ScaleIO or VxFlex OS Management API, should an attacker discover the Management API endpoint. Source: OpenStack project

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Application Redhat Openstack-cinder All All All All

Application Redhat Openstack-cinder All All All All

References

Reference Source Link

OSSN/OSSN-0086 - OpenStack MISC wiki.openstack.org

1842748 – (CVE-2020-10755) CVE-2020-10755 openstack-cinder: Improper handling of ScaleIO backend credentials CONFIRM bugzilla.redhat.com

USN-4420-1: Cinder and os-brick vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691115 Free Berkeley Software Distribution (FreeBSD) Security Update for py39 (f767d615-01db-47e9-b4ab-07bb8d3409fd)
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