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CVE CVE-2020-10770
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-15 20:15:00 UTC
Updated 2022-11-10 04:24:00 UTC
Description A flaw was found in Keycloak before 13.0.0, where it is possible to force the server to call out an unverified URL using the C

/ |

1|

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Keycloak Al Al Al All
Application Redhat Keycloak All All All All
Reference

Keycloak 12.0.1 Server-Side Request Forgery ~ Packet Storm
1846270 — (CVE-2020-10770) CVE-2020-10770 keycloak: Default Client configuration is vulnerable to SSRF using "request_uri" parameter
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150364 Keycloak SSRF Vulnerability (CVE-2020-10770)

730519 Keycloak Server-Side Request Forgery (SSRF) Vulnerability
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