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CVE CVE-2020-10771
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-02 12:15:00 UTC
Updated 2021-11-30 13:54:00 UTC
Description A flaw was found in Infinispan version 10, where it is possible to perform various actions that could have side effects using |

/ |

1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Infinispan Infinispan 10.0.0 All All All

Application Infinispan Infinispan-server-rest 10.0.0 All All All

Application Netapp Oncommand Insight - All All All

Application Redhat Data Grid 8.0 All All All
References

Reference

CVE-2020-10771 Infinispan Vulnerability in NetApp Products | NetApp Product Security
1846293 — (CVE-2020-10771) CVE-2020-10771 Infinispan: Actions with effects should not be permitted via GET requests using REST API
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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