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Summary

CVE CVE-2020-10780

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-11 14:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Red Hat CloudForms 4.7 and 5 is affected by CSV Injection flaw, a crafted payload stays dormant till a victim export as CSV and opens the file with Excel. Once the victim opens the file, the formula executes, triggering any number of possible events. While this is strictly not an flaw that affects the application directly, attackers could use the loosely validated parameters to trigger several attack possibilities.

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cloudforms Management Engine 4.7 All All All

Application Redhat Cloudforms Management Engine 5.0 All All All

Application Redhat Cloudforms Management Engine 4.7 All All All

Application Redhat Cloudforms Management Engine 5.0 All All All

References

Reference Source Link Tags

1847794 – (CVE-2020-10780) CVE-2020-10780 CloudForms: CSV Injection in Orchestration Templates MISC bugzilla.redhat.com Issue Tracking, Vendor Advisory

Red Hat Customer Portal MISC access.redhat.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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