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Summary

CVE CVE-2020-10788

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-25 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description openITCOCKPIT before 3.7.3 uses the 1fea123e07f730f76e661bced33a94152378611e API key rather than generating a random API Key for WebSocket connections.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application It-novum Openitcockpit All All All All

Application It-novum Openitcockpit All All All All

References

Reference Source Link

openITCOCKPIT 3.7.3 released CONFIRM openitcockpit.io

ITC-1720 V3 Generate random API Key for WebSocket connections · it-novum/openITCOCKPIT@581cc90 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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