=

CVE-2020-1080

MITRE

NVD CVE.ORG Print: PDF %5

CVE CVE-2020-10804
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Description In phpMyAdmin 4.x before 4.9.5 and 5.x before 5.0.2, a SQL injection vulnerability was found in retrieval of the current user
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Opensuse Backports Sle 15.0 - All All
Application Opensuse Backports Sle 15.0 sp1 All All
Operating System Opensuse Leap 15.1 All All All
Application Phpmyadmin Phpmyadmin All All All All
Application Phpmyadmin Phpmyadmin All All All All
Operating System Suse Linux Enterprise 12.0 All All All
Application Suse Package Hub - All All All

References

Reference Source Link
[security-announce] openSUSE-SU-2020:1806-1: important: Security update SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2020:0405-1: moderate: Security update f SUSE lists.opensuse.org
[SECURITY] Fedora 32 Update: phpMyAdmin-5.0.2-2.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 31 Update: phpMyAdmin-5.0.2-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00005.html
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00046.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BUG3IRITW2LUBGR5LSQMP7MVRTELHZJK/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UZI6EQVRRIG252DY3MBT33BJVCSYDMQO/

phpMyAdmin - Security - PMASA-2020-2

[SECURITY] Fedora 31 Update: phpMyAdmin-5.0.2-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: phpMyAdmin-4.9.5-1.fc30 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0427-1: moderate: Security update f

[SECURITY] Fedora 32 Update: phpMyAdmin-5.0.2-2.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: phpMyAdmin-4.9.5-1.fc30 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501223 Alpine Linux Security Update for phpmyadmin

730124 PhpMyAdmin Multiple SQL Injection Vulnerabilities (PMASA-2020-2,PMASA-2020-3,PMASA-2020-4)
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