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Summary

CVE CVE-2020-10871

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-23 20:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description ** DISPUTED ** In OpenWrt LuCI git-20.x, remote unauthenticated attackers can retrieve the list of installed packages and services. NOTE: the vendor disputes the significance of this report because, for instances reachable by an unauthenticated actor, the same information is available in other (more complex) ways, and there is no plan to restrict the information further.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openwrt Luci git-20.049.11521-bebfe20 All All All

Application Openwrt Luci git-20.078.22902-0ed0d42 All All All

Application Openwrt Luci git-20.049.11521-bebfe20 All All All

Application Openwrt Luci git-20.078.22902-0ed0d42 All All All

References

Reference Source Link Tags

Header topmenu shown logged out · Issue #3653 · openwrt/luci · GitHub MISC github.com Exploit, Third Party Advisory

security: information disclosure to unauthenticated guest · Issue #3766 · openwrt/luci · GitHub MISC github.com Exploit, Third Party Advisory

luci-base: menu and i18n plays very BADLY with sysauth=false in master · Issue #3563 · openwrt/luci · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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