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Summary

CVE CVE-2020-10931

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-24 15:15:00 UTC

Updated 2020-03-27 19:48:00 UTC

Description Memcached 1.6.x before 1.6.2 allows remote attackers to cause a denial of service (daemon crash) via a crafted binary protocol header to try_read_command_binary in memcached.c.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Memcached Memcached All All All All

Application Memcached Memcached All All All All

References

Reference Source Link Tags

ReleaseNotes162 · memcached/memcached Wiki · GitHub MISC github.com Third Party Advisory

(Remote DOS attack) 0day buffer overflow vulnerability reveal · Issue #629 · memcached/memcached · GitHub MISC github.com Exploit, Third Party Advisory

Fix security issue reported by someone. · memcached/memcached@02c6a2b · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180742 Debian Security Update for memcached (CVE-2020-10931)
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