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Summary

CVE CVE-2020-10966

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-25 23:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description In the Password Reset Module in VESTA Control Panel through 0.9.8-25 and Hestia Control Panel before 1.1.1, Host header manipulation leads to account takeover because the victim receives a reset URL containing an attacker-controlled server name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hestiacp Control Panel All All All All

Application Hestiacp Control Panel All All All All

Application Vestacp Control Panel All All All All

References

Reference Source Link Tags

Release 1.1.1 (hotfix/security release) · hestiacp/hestiacp · GitHub CONFIRM github.com Third Party Advisory

Preventing manipulation with $_SERVER['HTTP_HOST'] · serghey-rodin/vesta@c3c4de4 · GitHub MISC github.com Patch, Third Party Advisory

Manipulation of Host Header lead to Account Takeover Vulnerability · Issue #748 · hestiacp/hestiacp · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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