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Summary

CVE CVE-2020-10997

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-27 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Percona XtraBackup before 2.4.20 unintentionally writes the command line to any resulting backup file output. This may include sensitive arguments passed at run time. In addition, when --history is passed at run time, this command line is also written to the PERCONA_SCHEMA.xtrabackup_history table.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Percona Xtrabackup All All All All

Application Percona Xtrabackup All All All All

References

Reference Source

[PXB-2142] Transition key was written to backup / stream - Percona JIRA CONFIRM

CVE-2020-10997 - Percona XtraBackup information disclosure of command line arguments - Percona Database Performance Blog CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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