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Summary

CVE CVE-2020-11001

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-14 23:15:00 UTC

Updated 2020-04-15 19:15:00 UTC

Description In Wagtail before versions 2.8.1 and 2.7.2, a cross-site scripting (XSS) vulnerability exists on the page revision comparison view within the Wagtail admin interface. A user with a limited-permission editor account for the Wagtail admin could potentially craft a page revision history that, when viewed by a user with higher privileges, could perform actions with that user's credentials. The vulnerability is not exploitable by an ordinary site visitor without access to the Wagtail admin. Patched versions have been released as Wagtail 2.7.2 (for the LTS 2.7 branch) and Wagtail 2.8.1 (for the current 2.8 branch).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Torchbox Wagtail 2.8 All All All

Application Torchbox Wagtail 2.8 All All All

Application Torchbox Wagtail All All All All

References

Reference Source Link Tags

Apply proper HTML escaping on StreamField block comparisons · wagtail/wagtail@61045ce · GitHub MISC github.com Patch, Third Party Advisory

Possible XSS attack via page revision comparison view · Advisory · wagtail/wagtail · GitHub CONFIRM github.com Exploit, Third Party Advisory

Release 2.8.1 · wagtail/wagtail · GitHub MISC github.com Release Notes, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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