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CVE CVE-2020-11009
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 17:15:00 UTC
Updated 2021-09-14 14:01:00 UTC
Description In Rundeck before version 3.2.6, authenticated users can craft a request that reveals Execution data and logs and Job dete

/ ]

1|

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pagerduty Rundeck All All All All
Application Rundeck Rundeck All All All All
Application Rundeck Rundeck All All All All

References

Reference

Release 3.2.6 | Rundeck Docs

CVE Program record

NVD vulnerability detail

/]

IDOR can reveal execution data and logs to unauthorized user - Advisory - rundeck/rundeck - GitHub

Source Link Tag
MISC docs.rundeck.com Rele
CONFIRM  github.com Thir
CVE.ORG www.cve.org cant

NVD nvd.nist.gov can

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981000 Java (maven) Security Update for org.rundeck:rundeck (GHSA-5679-7qrc-5m7j)


https://cve.report/
https://cve.report/CVE-2020-11009/mitre
https://cve.report/CVE-2020-11009/nist
https://cve.report/CVE-2020-11009/cve_org
https://cve.report/CVE-2020-11009.pdf
http://cve.report/vendor/pagerduty
http://cve.report/software/pagerduty/rundeck
http://cve.report/vendor/rundeck
http://cve.report/software/rundeck/rundeck
http://cve.report/vendor/rundeck
http://cve.report/software/rundeck/rundeck
https://docs.rundeck.com/docs/history/3_2_x/version-3.2.6.html
https://github.com/rundeck/rundeck/security/advisories/GHSA-5679-7qrc-5m7j
https://www.cve.org/CVERecord?id=CVE-2020-11009
https://nvd.nist.gov/vuln/detail/CVE-2020-11009
http://cve.report/qid/981000
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