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Summary

CVE CVE-2020-11012

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-23 22:15:00 UTC

Updated 2021-10-26 20:02:00 UTC

Description MinIO versions before RELEASE.2020-04-23T00-58-49Z have an authentication bypass issue in the MinIO admin API. Given an admin access key, it is possible to perform admin API operations i.e. creating new service accounts for existing access keys - without knowing the admin secret key. This has been fixed and released in version RELEASE.2020-04-23T00-58-49Z.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Minio Minio All All All All

Application Minio Minio All All All All

References

Reference Source Link Tags

Release Security Bug Fix Release · minio/minio · GitHub MISC github.com Third Party Advisory

fix: Add missing return in admin requests auth by vadmeste · Pull Request #9422 · minio/minio · GitHub MISC github.com Third Party Advisory

fix: Add missing return in admin requests auth (#9422) · minio/minio@4cd6ca0 · GitHub MISC github.com Patch, Third Party Advisory

MinIO Admin API security issue · Advisory · minio/minio · GitHub CONFIRM github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502887 Alpine Linux Security Update for minio
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