
CVE-2020-11016
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-11016

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-30 23:15:00 UTC

Updated 2020-05-06 19:51:00 UTC

Description IntelMQ Manager from version 1.1.0 and before version 2.1.1 has a vulnerability where the backend incorrectly handled messages given by user-input in the "send" functionality of the Inspect-tool of the Monitor component. An attacker with access to the IntelMQ Manager could possibly use this issue to execute arbitrary code with the privileges of the webserver. Version 2.1.1 fixes the vulnerability.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intelmq Manager Project Intelmq Manager All All All All

Application Intelmq Manager Project Intelmq Manager All All All All

References

Reference Source Link Tags

[Intelmq-users] IntelMQ Manager 2.1.1 Security Bugfix Release MISC lists.cert.at Third Party Advisory

Remote code execution in Message sending functionality · Advisory · certtools/intelmq-manager · GitHub CONFIRM github.com Patch, Third Party Advisory

Release 2.1.1 Security bugfix relase · certtools/intelmq-manager · GitHub MISC github.com Third Party Advisory

SEC: fix RCE bug in controller.php · certtools/intelmq-manager@b9a2ac4 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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