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CVE CVE-2020-11021
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 18:15:00 UTC
Updated 2021-09-14 14:02:00 UTC
Description Actions Hitp-Client (NPM @actions/http-client) before version 1.0.8 can disclose Authorization headers to incorrect domain

/ |
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hitp-client Project Hitp-client All All All All

Application Http-client Project Http-client All All All All

Reference Source

Redirects should not pass authorization to different domain by bryanmacfarlane - Pull Request #27 - actions/http-client - GitHub ~ MISC

Http request which redirect to another hostname do not strip authorization header - Advisory - actions/http-client - GitHub CONFIRM
Merge pull request #27 from actions/redirect-auth-issue - actions/http-client@f6aae3d - GitHub MISC

CVE Program record CVE.ORG
NVD vulnerability detail NVD

« 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981495 Nodejs (npm) Security Update for @actions/http-client (GHSA-9w6v-m7wp-jwg4)
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