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CVE-2020-11022

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-11022

PUBLIC

security-advisories@github.com

CVE Program / NVD first with legacy fallback
2020-04-29 22:15:00 UTC
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In jQuery versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after sanitizit

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Hardware
Hardware
Operating System
Operating System

Hardware

Vendor Product Version Update
Debian Debian Linux 9.0 All
Debian Debian Linux 9.0 All
Drupal Drupal All All
Drupal Drupal All All
Fedoraproject Fedora 31 All
Fedoraproject Fedora 32 All
Fedoraproject Fedora 33 All
Fedoraproject Fedora 31 All
Fedoraproject Fedora 32 All
Fedoraproject Fedora 33 All
Jguery Jgquery All All
Jguery Jgquery All All
Netapp H300e - All
Netapp H300e - All
Netapp H300e Firmware - All
Netapp H300e Firmware - All

Netapp H300s - All
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Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application

Application

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp

Netapp

H300s

H300s Firmware
H300s Firmware
H410c

H410c

H410c Firmware
H410c Firmware
H410s

H410s

H410s Firmware
H410s Firmware
H500e

H500e

H500e Firmware
H500e Firmware
H500s

H500s

H500s Firmware
H500s Firmware
H700e

H700e

H700e Firmware
H700e Firmware
H700s

H700s

H700s Firmware
H700s Firmware
Max Data
Oncommand Insight
Oncommand Insight
Oncommand System Manager
Snapcenter
Snapcenter

Snap Creator Framework

Snap Creator Framework

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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All

All

All
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Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Backports Sle

Backports Sle

Backports Sle

Backports Sle

Leap

Leap

Leap

Leap

Agile Product Lifecycle Management For Process
Agile Product Supplier Collaboration For Process
Agile Product Supplier Collaboration For Process
Application Testing Suite

Application Testing Suite

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Blockchain Platform

Communications Application Session Controller
Communications Application Session Controller
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Diameter Signaling Router Idih

Communications Diameter Signaling Router Idih

15.0

15.0

15.0

15.0

15.1

15.2

15.1

15.2

6.2.0.0

6.2.0.0

6.2.0.0

13.3.0.1

13.3.0.1

18.1

18.2

18.3

19.1

19.2

20.1

18.1

18.2

18.3

19.1

19.2

20.1

All

All

3.8m0

3.8m0

12.0.0.3.0

7.5.0.23.0

12.0.0.3.0

7.5.0.23.0

sp1
sp2
spi
sp2
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Communications Eagle Application Processor

Communications Services Gatekeeper

Communications Webrtc Session Controller

Communications Webrtc Session Controller

Enterprise Manager Ops Center

Enterprise Manager Ops Center

Enterprise Session Border Controller

Enterprise Session Border Controller

Financial Services Analytical Applications Infrastructure

Financial Services Analytical Applications Infrastructure

Financial Services Analytical Applications Reconciliation Framework
Financial Services Analytical Applications Reconciliation Framework
Financial Services Analytical Applications Reconciliation Framework
Financial Services Asset Liability Management

Financial Services Asset Liability Management

Financial Services Asset Liability Management

Financial Services Asset Liability Management

Financial Services Asset Liability Management

Financial Services Asset Liability Management

Financial Services Balance Sheet Planning

Financial Services Balance Sheet Planning

Financial Services Basel Regulatory Capital Basic

Financial Services Basel Regulatory Capital Basic

Financial Services Basel Regulatory Capital Basic

Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Services Data Foundation

Financial Services Data Governance For Us Regulatory Reporting
Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Funds Transfer Pricing

All

7.0

7.2

7.2

12.4.0.0

12.4.0.0

8.4

8.4

All

All

All

8.0.6

8.0.7

All

All

All

8.0.6

8.0.7

8.0.6

8.0.7

8.0.6

All

All

All

All

All
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All

All

All
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All
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All

All

All

All
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10083 Atlassian Jira Cross-Site Scripting Vulnerability(JRASERVER-72052)

14011 Ansible Tower Security Update 3.8.2 Multiple Vulnerabilities

159652 Oracle Enterprise Linux Security Update for idm:dl1 and idm:client (ELSA-2020-4670)

159661 Oracle Enterprise Linux Security Update for jquery-ui (ELSA-2022-9177)

159679 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-4847)

178505 Debian Security Update for jquery (DLA 2608-1)

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020

20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

241153 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0554)

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)

241155 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0553)

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

375482 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUAPR2021)

375584 Dell NetWorker Security Update for Multiple Vulnerabilities (DSA-2020-262)

375630 HPE System Management Homepage Cross Site Scripting Vulnerabilitiy

377492 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2020:0169)

500875 Alpine Linux Security Update for drupal7

501529 Alpine Linux Security Update for cacti

504593 Alpine Linux Security Update for cacti

504699 Alpine Linux Security Update for drupal7

590764 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)

590808 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

690483 Free Berkeley Software Distribution (FreeBSD) Security Update for cacti (cd2dc126-cfe4-11ea-9172-4c72b94353b5)

690498 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (1fb13175-ed52-11ea-8b93-001b217b3468)

87467 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2021)

940071 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2020:4670)

940348 AlmalLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)
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960340 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2020:4670)

960454 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:4847)
980083 Nodejs (npm) Security Update for jquery (GHSA-gxr4-xjj5-5px2)

995403 DotNet (Nuget) Security Update for jquery (GHSA-gxr4-xjj5-5px2)

995409 Rubygems (Rubygems) Security Update for jquery-rails (GHSA-gxr4-xjj5-5px2)

995461 Java (Maven) Security Update for org.webjars.npm:jquery (GHSA-gxr4-xjj5-5px2)
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