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Summary

CVE CVE-2020-11023

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 21:15:00 UTC

Updated 2023-11-07 03:14:00 UTC

Description In jQuery versions greater than or equal to 1.0.3 and before 3.5.0, passing HTML containing <option> elements from untrusted sources - even after sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .html(), .append(), and others) may execute untrusted code. This problem is patched in jQuery 3.5.0.

Risk And Classification

EPSS: 0.368510000 probability, percentile 0.971170000 (date 2026-04-01)

CISA KEV: Listed on 2025-01-23; due 2025-02-13; ransomware use Unknown

Problem Types: CWE-79

CISA Known Exploited Vulnerability

Vendor JQuery

Product JQuery

Name JQuery Cross-Site Scripting (XSS) Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

Notes This vulnerability could affect an open-source component, third-party library, protocol, or proprietary
implementation that could be used by different products. For more information, please see:
https://github.com/jquery/jquery/security/advisories/GHSA-jpcq-cgw6-v4j6 ;
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/ ; https://nvd.nist.gov/vuln/detail/CVE-2020-
11023

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Debian Debian Linux 9.0 All All

Operating System Debian Debian Linux 9.0 All All

Application Drupal Drupal All All All

Application Drupal Drupal All All All

Operating System Fedoraproject Fedora 31 All All

Operating System Fedoraproject Fedora 32 All All
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Operating System Fedoraproject Fedora 32 All All

Operating System Fedoraproject Fedora 33 All All

Operating System Fedoraproject Fedora 31 All All

Operating System Fedoraproject Fedora 32 All All

Operating System Fedoraproject Fedora 33 All All

Application Jquery Jquery All All All

Application Jquery Jquery All All All

Hardware Netapp H300e - All All

Hardware Netapp H300e - All All

Operating System Netapp H300e Firmware - All All

Operating System Netapp H300e Firmware - All All

Hardware Netapp H300s - All All

Hardware Netapp H300s - All All

Operating System Netapp H300s Firmware - All All

Operating System Netapp H300s Firmware - All All

Hardware Netapp H410c - All All

Hardware Netapp H410c - All All

Operating System Netapp H410c Firmware - All All

Operating System Netapp H410c Firmware - All All

Hardware Netapp H410s - All All

Hardware Netapp H410s - All All

Operating System Netapp H410s Firmware - All All

Operating System Netapp H410s Firmware - All All

Hardware Netapp H500e - All All

Hardware Netapp H500e - All All

Operating System Netapp H500e Firmware - All All

Operating System Netapp H500e Firmware - All All

Hardware Netapp H500s - All All

Hardware Netapp H500s - All All

Operating System Netapp H500s Firmware - All All

Operating System Netapp H500s Firmware - All All

Hardware Netapp H700e - All All

Hardware Netapp H700e - All All

Operating System Netapp H700e Firmware - All All

Operating System Netapp H700e Firmware - All All

Hardware Netapp H700s - All All
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Hardware Netapp H700s - All All

Operating System Netapp H700s Firmware - All All

Operating System Netapp H700s Firmware - All All

Application Netapp Max Data - All All

Application Netapp Oncommand Insight - All All

Application Netapp Oncommand Insight - All All

Application Netapp Oncommand System Manager All All All

Application Netapp Snapcenter Server - All All

Application Netapp Snapcenter Server - All All

Application Netapp Snap Creator Framework - All All

Application Netapp Snap Creator Framework - All All

Application Opensuse Backports Sle 15.0 sp1 All

Application Opensuse Backports Sle 15.0 sp2 All

Application Opensuse Backports Sle 15.0 sp1 All

Application Opensuse Backports Sle 15.0 sp2 All

Operating System Opensuse Leap 15.1 All All

Operating System Opensuse Leap 15.2 All All

Operating System Opensuse Leap 15.1 All All

Operating System Opensuse Leap 15.2 All All

Application Oracle Application Express All All All

Application Oracle Application Express All All All

Application Oracle Application Testing Suite 13.3.0.1 All All

Application Oracle Application Testing Suite 13.3.0.1 All All

Application Oracle Banking Enterprise Collections All All All

Application Oracle Banking Platform All All All

Application Oracle Business Intelligence 5.9.0.0.0 All All

Application Oracle Communications Analytics 12.1.1 All All

Application Oracle Communications Analytics 12.1.1 All All

Application Oracle Communications Eagle Application Processor All All All

Application Oracle Communications Element Manager 8.1.1 All All

Application Oracle Communications Element Manager 8.2.0 All All

Application Oracle Communications Element Manager 8.2.1 All All

Application Oracle Communications Element Manager 8.1.1 All All

Application Oracle Communications Element Manager 8.2.0 All All

Application Oracle Communications Element Manager 8.2.1 All All
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Application Oracle Communications Interactive Session Recorder All All All

Application Oracle Communications Operations Monitor 3.4 All All

Application Oracle Communications Operations Monitor 3.4 All All

Application Oracle Communications Operations Monitor All All All

Application Oracle Communications Services Gatekeeper 7.0 All All

Application Oracle Communications Session Report Manager 8.1.1 All All

Application Oracle Communications Session Report Manager 8.2.0 All All

Application Oracle Communications Session Report Manager 8.2.1 All All

Application Oracle Communications Session Report Manager 8.1.1 All All

Application Oracle Communications Session Report Manager 8.2.0 All All

Application Oracle Communications Session Report Manager 8.2.1 All All

Application Oracle Communications Session Route Manager 8.1.1 All All

Application Oracle Communications Session Route Manager 8.2.0 All All

Application Oracle Communications Session Route Manager 8.2.1 All All

Application Oracle Communications Session Route Manager 8.1.1 All All

Application Oracle Communications Session Route Manager 8.2.0 All All

Application Oracle Communications Session Route Manager 8.2.1 All All

Application Oracle Financial Services Regulatory Reporting For De Nederlandsche Bank 8.0.4 All All

Application Oracle Financial Services Regulatory Reporting For De Nederlandsche Bank 8.0.4 All All

Application Oracle Financial Services Revenue Management And Billing Analytics 2.7 All All

Application Oracle Financial Services Revenue Management And Billing Analytics 2.8 All All

Application Oracle Healthcare Translational Research 3.2.1 All All

Application Oracle Healthcare Translational Research 3.3.1 All All

Application Oracle Healthcare Translational Research 3.3.2 All All

Application Oracle Healthcare Translational Research 3.4.0 All All

Application Oracle Healthcare Translational Research 3.2.1 All All

Application Oracle Healthcare Translational Research 3.3.1 All All

Application Oracle Healthcare Translational Research 3.3.2 All All

Application Oracle Healthcare Translational Research 3.4.0 All All

Application Oracle Health Sciences Inform 6.3.0 All All

Application Oracle Health Sciences Inform 63.0 All All

Application Oracle Hyperion Financial Reporting 11.1.2.4 All All

Application Oracle Hyperion Financial Reporting 11.1.2.4 All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All
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Application Oracle Jd Edwards Enterpriseone Tools All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All

Application Oracle Oss Support Tools All All All

Application Oracle Peoplesoft Enterprise Human Capital Management Resources 9.2 All All

Application Oracle Peoplesoft Enterprise Human Capital Management Resources 9.2 All All

Application Oracle Primavera Gateway All All All

Application Oracle Primavera Gateway All All All

Application Oracle Primavera Gateway All All All

Application Oracle Primavera Gateway All All All

Application Oracle Rest Data Services 11.2.0.4 All All

Application Oracle Rest Data Services 12.1.0.2 All All

Application Oracle Rest Data Services 12.2.0.1 All All

Application Oracle Rest Data Services 18c All All

Application Oracle Rest Data Services 19c All All

Application Oracle Rest Data Services 11.2.0.4 All All

Application Oracle Rest Data Services 12.1.0.2 All All

Application Oracle Rest Data Services 12.2.0.1 All All

Application Oracle Rest Data Services 18c All All

Application Oracle Rest Data Services 19c All All

Application Oracle Siebel Mobile All All All

Application Oracle Storagetek Acsls 8.5.1 All All

Application Oracle Storagetek Tape Analytics Sw Tool 2.3.1 All All

Application Oracle Storagetek Tape Analytics Sw Tool 2.3.1 All All

Application Oracle Webcenter Sites 12.2.1.3.0 All All

Application Oracle Webcenter Sites 12.2.1.4.0 All All

Application Oracle Webcenter Sites 12.2.1.3.0 All All

Application Oracle Webcenter Sites 12.2.1.4.0 All All

Application Oracle Weblogic Server 12.1.3.0.0 All All

Application Oracle Weblogic Server 12.2.1.3.0 All All

Application Oracle Weblogic Server 12.2.1.4.0 All All

Application Oracle Weblogic Server 14.1.1.0.0 All All

Application Oracle Weblogic Server 12.1.3.0.0 All All

Application Oracle Weblogic Server 12.2.1.3.0 All All

Application Oracle Weblogic Server 12.2.1.4.0 All All

Application Oracle Weblogic Server 14.1.1.0.0 All All

Application Tenable Log Correlation Engine All All All
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http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00067.html
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SAPQVX3XDNPGFT26QAQ6AJIXZZBZ4CD4/
https://lists.apache.org/thread.html/rbb448222ba62c430e21e13f940be4cb5cfc373cd3bce56b48c0ffa67%2540%253Cdev.flink.apache.org%253E
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00039.html
https://lists.apache.org/thread.html/r9006ad2abf81d02a0ef2126bab5177987e59095b7194a487c4ea247c@%253Ccommits.felix.apache.org%253E
https://lists.apache.org/thread.html/r9c5fda81e4bca8daee305b4c03283dddb383ab8428a151d4cb0b3b15%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r564585d97bc069137e64f521e68ba490c7c9c5b342df5d73c49a0760%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r4dba67be3239b34861f1b9cfdf9dfb3a90272585dcce374112ed6e16%2540%253Cdev.felix.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2020.html
https://lists.apache.org/thread.html/r07ab379471fb15644bf7a92e4a98cbc7df3cf4e736abae0cc7625fe6%2540%253Cdev.felix.apache.org%253E
https://security.netapp.com/advisory/ntap-20200511-0006/
https://lists.apache.org/thread.html/rda99599896c3667f2cc9e9d34c7b6ef5d2bbed1f4801e1d75a2b0679@%253Ccommits.nifi.apache.org%253E
https://jquery.com/upgrade-guide/3.5/
https://lists.apache.org/thread.html/rda99599896c3667f2cc9e9d34c7b6ef5d2bbed1f4801e1d75a2b0679%2540%253Ccommits.nifi.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.apache.org/thread.html/rb69b7d8217c1a6a2100247a5d06ce610836b31e3f5d73fc113ded8e7@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/rbb448222ba62c430e21e13f940be4cb5cfc373cd3bce56b48c0ffa67@%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r1fed19c860a0d470f2a3eded12795772c8651ff583ef951ddac4918c@%253Cgitbox.hive.apache.org%253E
https://lists.apache.org/thread.html/r3702ede0ff83a29ba3eb418f6f11c473d6e3736baba981a8dbd9c9ef%2540%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/r4aadb98086ca72ed75391f54167522d91489a0d0ae25b12baa8fc7c5@%253Cissues.hive.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SFP4UK4EGP4AFH2MWYJ5A5Z4I7XVFQ6B/
https://lists.apache.org/thread.html/r2c85121a47442036c7f8353a3724aa04f8ecdfda1819d311ba4f5330@%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/re4ae96fa5c1a2fe71ccbb7b7ac1538bd0cb677be270a2bf6e2f8d108%2540%253Cissues.flink.apache.org%253E
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[flink-issues] 20211031 [jira] [Updated] (FLINK-20014) Resolve CVE-2020-11022 and CVE-2020-11023 in scala-compiler lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org
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Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Pony Mail! MLIST lists.apache.org

[SECURITY] [DLA 2608-1] jquery security update MLIST lists.debian.org

Pony Mail! MLIST lists.apache.org

Drupal core - Moderately critical - Cross Site Scripting - SA-CORE-2020-002 | Drupal.org CONFIRM www.drupal.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

[SECURITY] Fedora 31 Update: drupal7-7.72-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

jQuery 1.0.3 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Pony Mail! lists.apache.org

[R1] LCE 6.0.9 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM www.tenable.com

Cacti: Multiple vulnerabilities (GLSA 202007-03) — Gentoo security GENTOO security.gentoo.org
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Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com
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[SECURITY] [DLA 3551-1] otrs2 security update MLIST lists.debian.org
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jQuery 3.5.0 Released! | Official jQuery Blog MISC blog.jquery.com
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[SECURITY] Fedora 32 Update: drupal7-7.72-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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https://lists.apache.org/thread.html/rb69b7d8217c1a6a2100247a5d06ce610836b31e3f5d73fc113ded8e7%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r0483ba0072783c2e1bfea613984bfb3c86e73ba8879d780dc1cc7d36%2540%253Cissues.flink.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://lists.apache.org/thread.html/r0593393ca1e97b1e7e098fe69d414d6bd0a467148e9138d07e86ebbb@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r07ab379471fb15644bf7a92e4a98cbc7df3cf4e736abae0cc7625fe6@%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/r706cfbc098420f7113968cc377247ec3d1439bce42e679c11c609e2d%2540%253Cissues.flink.apache.org%253E
https://www.oracle.com//security-alerts/cpujul2021.html
https://lists.apache.org/thread.html/r54565a8f025c7c4f305355fdfd75b68eca442eebdb5f31c2e7d977ae@%253Cissues.flink.apache.org%253E
https://lists.debian.org/debian-lts-announce/2021/03/msg00033.html
https://lists.apache.org/thread.html/re4ae96fa5c1a2fe71ccbb7b7ac1538bd0cb677be270a2bf6e2f8d108@%253Cissues.flink.apache.org%253E
https://www.drupal.org/sa-core-2020-002
https://lists.apache.org/thread.html/r6c4df3b33e625a44471009a172dabe6865faec8d8f21cac2303463b1%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r1fed19c860a0d470f2a3eded12795772c8651ff583ef951ddac4918c%2540%253Cgitbox.hive.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SFP4UK4EGP4AFH2MWYJ5A5Z4I7XVFQ6B/
http://packetstormsecurity.com/files/162160/jQuery-1.0.3-Cross-Site-Scripting.html
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.apache.org/thread.html/rb25c3bc7418ae75cba07988dafe1b6912f76a9dd7d94757878320d61%2540%253Cgitbox.hive.apache.org%253E
https://www.tenable.com/security/tns-2021-10
https://security.gentoo.org/glsa/202007-03
https://lists.apache.org/thread.html/rab82dd040f302018c85bd07d33f5604113573514895ada523c3401d9%2540%253Ccommits.hive.apache.org%253E
https://lists.apache.org/thread.html/rede9cfaa756e050a3d83045008f84a62802fc68c17f2b4eabeaae5e4@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/rf0f8939596081d84be1ae6a91d6248b96a02d8388898c372ac807817%2540%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/r9006ad2abf81d02a0ef2126bab5177987e59095b7194a487c4ea247c%2540%253Ccommits.felix.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.apache.org/thread.html/r9c5fda81e4bca8daee305b4c03283dddb383ab8428a151d4cb0b3b15@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r54565a8f025c7c4f305355fdfd75b68eca442eebdb5f31c2e7d977ae%2540%253Cissues.flink.apache.org%253E
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.apache.org/thread.html/ree3bd8ddb23df5fa4e372d11c226830ea3650056b1059f3965b3fce2%2540%253Cissues.flink.apache.org%253E
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released
https://lists.apache.org/thread.html/r8f70b0f65d6bedf316ecd899371fd89e65333bc988f6326d2956735c%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/rf661a90a15da8da5922ba6127b3f5f8194d4ebec8855d60a0dd13248@%253Cdev.hive.apache.org%253E
https://lists.apache.org/thread.html/r564585d97bc069137e64f521e68ba490c7c9c5b342df5d73c49a0760@%253Cissues.flink.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AVKYXLWCLZBV2N7M46KYK4LVA5OXWPBY/
https://lists.apache.org/thread.html/radcb2aa874a79647789f3563fcbbceaf1045a029ee8806b59812a8ea%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/rf0f8939596081d84be1ae6a91d6248b96a02d8388898c372ac807817@%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/rd38b4185a797b324c8dd940d9213cf99fcdc2dbf1fc5a63ba7dee8c9@%253Cissues.hive.apache.org%253E
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[R1] Nessus Network Monitor 5.13.0 Fixes One Third-party Vulnerability - Security Advisory | Tenable® CONFIRM www.tenable.com
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Debian -- Security Information -- DSA-4693-1 drupal7 DEBIAN www.debian.org
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Potential XSS vulnerability when appending HTML containing option elements · Advisory · jquery/jquery · GitHub CONFIRM github.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org
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[SECURITY] Fedora 32 Update: drupal7-7.72-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

10083 Atlassian Jira Cross-Site Scripting Vulnerability(JRASERVER-72052)

14011 Ansible Tower Security Update 3.8.2 Multiple Vulnerabilities

159121 Oracle Enterprise Linux Security Update for ipa (ELSA-2021-0860)

159337 Oracle Enterprise Linux Security Update for bootstrap (ELSA-2021-9400)

159459 Oracle Enterprise Linux Security Update for idm:DL1 and idm:client (ELSA-2021-1846)

159559 Oracle Enterprise Linux Security Update for pcs (ELSA-2021-9552)

159661 Oracle Enterprise Linux Security Update for jquery-ui (ELSA-2022-9177)

159679 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-4847)

178505 Debian Security Update for jquery (DLA 2608-1)

20215 Oracle Database 19c Critical Patch Update - April 2021

20216 Oracle Database 18c Critical Patch Update - April 2021

20217 Oracle Database 12.2.0.1 Critical Patch Update - April 2021

20218 Oracle Database 12.2.0.1 Critical Patch Update - April 2021 (Unauthenticated)

20219 Oracle Database 12.1.0.2 Critical Patch Update - April 2021

20220 Oracle Database 12.1.0.2 Critical Patch Update - April 2021 (Unauthenticated)

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020

20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

239175 Red Hat Update for ipa (RHSA-2021:0860)

239296 Red Hat Update for idm:DL1 and idm:client (RHSA-2021:1846)

https://www.oracle.com/security-alerts/cpujan2021.html
https://lists.apache.org/thread.html/rf1ba79e564fe7efc56aef7c986106f1cf67a3427d08e997e088e7a93%2540%253Cgitbox.hive.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AVKYXLWCLZBV2N7M46KYK4LVA5OXWPBY/
https://www.cve.org/CVERecord?id=CVE-2020-11023
https://nvd.nist.gov/vuln/detail/CVE-2020-11023
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
http://cve.report/qid/10083
http://cve.report/qid/14011
http://cve.report/qid/159121
http://cve.report/qid/159337
http://cve.report/qid/159459
http://cve.report/qid/159559
http://cve.report/qid/159661
http://cve.report/qid/159679
http://cve.report/qid/178505
http://cve.report/qid/20215
http://cve.report/qid/20216
http://cve.report/qid/20217
http://cve.report/qid/20218
http://cve.report/qid/20219
http://cve.report/qid/20220
http://cve.report/qid/20288
http://cve.report/qid/20297
http://cve.report/qid/20313
http://cve.report/qid/239175
http://cve.report/qid/239296
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239838 Red Hat Update for pcs security (RHSA-2021:4142)

241153 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0554)

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)

241155 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0553)

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

352271 Amazon Linux Security Advisory for ipa: ALAS2-2021-1626

375630 HPE System Management Homepage Cross Site Scripting Vulnerabilitiy

377491 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2021:0015)

377817 Alibaba Cloud Linux Security Update for pcs (ALINUX2-SA-2022:0056)

500875 Alpine Linux Security Update for drupal7

501529 Alpine Linux Security Update for cacti

504593 Alpine Linux Security Update for cacti

504699 Alpine Linux Security Update for drupal7

590764 Mitsubishi Electric EcoWebServerIII Multiple Vulnerabilities (ICSA-22-055-02)

590808 Mitsubishi Electric EcoWebServerIII Multiple Vulnerabilities (ICSA-22-055-02)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

690483 Free Berkeley Software Distribution (FreeBSD) Security Update for cacti (cd2dc126-cfe4-11ea-9172-4c72b94353b5)

940114 AlmaLinux Security Update for pcs (ALSA-2021:4142)

940348 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)

940379 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2021:1846)

960454 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:4847)

960462 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2021:1846)

960746 Rocky Linux Security Update for pcs (RLSA-2021:4142)

980084 Nodejs (npm) Security Update for jquery (GHSA-jpcq-cgw6-v4j6)

995465 Java (Maven) Security Update for org.webjars.npm:jquery (GHSA-jpcq-cgw6-v4j6)

http://cve.report/qid/239838
http://cve.report/qid/241153
http://cve.report/qid/241154
http://cve.report/qid/241155
http://cve.report/qid/296073
http://cve.report/qid/352271
http://cve.report/qid/375630
http://cve.report/qid/377491
http://cve.report/qid/377817
http://cve.report/qid/500875
http://cve.report/qid/501529
http://cve.report/qid/504593
http://cve.report/qid/504699
http://cve.report/qid/590764
http://cve.report/qid/590808
http://cve.report/qid/6000085
http://cve.report/qid/690483
http://cve.report/qid/940114
http://cve.report/qid/940348
http://cve.report/qid/940379
http://cve.report/qid/960454
http://cve.report/qid/960462
http://cve.report/qid/960746
http://cve.report/qid/980084
http://cve.report/qid/995465
https://cve.report/
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