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In FreeRDP after 1.1 and before 2.0.0, there is an out-of-bound read of client memory that is then passed on to the protoco
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References

Reference

Merge pull request #6019 from akallabeth/bound_access_fixes - FreeRDP/FreeRDP@c367f65 - GitHub

Memory out of bounds read in rdp_read_share_control_header - Advisory - FreeRDP/FreeRDP - GitHub

memory out of bounds read in rdp_read_share_control_header - Issue #6008 - FreeRDP/FreeRDP - GitHub

Source Link
MISC github.com
MISC github.com

CONFIRM  github.com


https://cve.report/
https://cve.report/CVE-2020-11049/mitre
https://cve.report/CVE-2020-11049/nist
https://cve.report/CVE-2020-11049/cve_org
https://cve.report/CVE-2020-11049.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
https://github.com/FreeRDP/FreeRDP/issues/6008
https://github.com/FreeRDP/FreeRDP/commit/c367f65d42e0d2e1ca248998175180aa9c2eacd0
https://github.com/FreeRDP/FreeRDP/security/advisories/GHSA-wwh7-r2r8-xjpr

USN-4379-1: FreeRDP vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
[SECURITY] [DLA 3606-1] freerdp2 security update MLIST lists.debian.org
Fix issues with boundary access. by akallabeth - Pull Request #6019 - FreeRDP/FreeRDP - GitHub MISC github.com
USN-4382-1: FreeRDP vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377291 Alibaba Cloud Linux Security Update for freerdp (ALINUX2-SA-2020:0161)
6000137 Debian Security Update for freerdp2 (DLA 3606-1)
940155 AlmaLinux Security Update for freerdp and vinagre (ALSA-2020:4647)

960228 Rocky Linux Security Update for freerdp and vinagre (RLSA-2020:4647)
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