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Summary

CVE CVE-2020-11055

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-07 21:15:00 UTC

Updated 2020-05-13 17:30:00 UTC

Description In BookStack greater than or equal to 0.18.0 and less than 0.29.2, there is an XSS vulnerability in comment creation. A user with permission to create comments could POST HTML directly to the system to be saved in a comment, which would then be executed/displayed to others users viewing the comment. Through this vulnerability custom JavaScript code could be injected and therefore ran on other user machines. This most impacts scenarios where not-trusted users are given permission to create comments. This has been fixed in 0.29.2.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bookstackapp Bookstack All All All All

Application Bookstackapp Bookstack All All All All

References

Reference Source Link Tags

Cross-Site Scripting Through Comment Creation · Advisory · BookStackApp/BookStack · GitHub CONFIRM github.com Third Party Advisory

Release BookStack Beta v0.29.2 · BookStackApp/BookStack · GitHub MISC github.com Release Notes

Beta Security Release v0.29.2 · BookStack MISC bookstackapp.com Release Notes, Vendor Advisory

JVN#41035278: BookStack vulnerable to cross-site scripting JVN jvn.jp Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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