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CVE CVE-2020-11060
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-12 20:15:00 UTC
Updated 2021-11-04 17:53:00 UTC
Description In GLPI before 9.4.6, an attacker can execute system commands by abusing the backup functionality. Theoretically, this vu
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Glpi-project Glpi All All All All

Application Glpi-project Glpi All All All All

Reference Source Link T
Drop xml backup; check new versions from config - glpi-project/glpi@ad748d5 - GitHub MISC github.com P
Remote Code Execution (RCE) via the backup functionality. - Advisory - glpi-project/glpi - GitHub ~ CONFIRM  github.com P
GLPI1 9.4.5 Remote Code Execution = Packet Storm MISC packetstormsecurity.com
CVE Program record CVE.ORG www.cve.org Ci
NVD vulnerability detail NVD nvd.nist.gov Cé
a |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690663 Free Berkeley Software Distribution (FreeBSD) Security Update for glpi (832fd11b-3b11-11eb-af2a-080027dbe4b7)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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