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CVE-2020-11061 - advisory for GHSA-mm45-cg35-54j4

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Bareos from Bareos contain the following
vulnerability:

In Bareos Director less than or equal to 16.2.10, 17.2.9, 18.2.8, and
19.2.7, a heap overflow allows a malicious client to corrupt the
director's memory via oversized digest strings sent during initialization
of a verify job. Disabling verify jobs mitigates the problem. This issue is
also patched in Bareos versions 19.2.8, 18.2.9 and 17.2.10.

CVSS3 Score: 7.4 - HIGH
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CVE-2020-11061 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Bareos GmbH & Co. KG - Bareos Director version <= 16.2.10

Affected Vendor/Software:  Bareos GmbH & Co. KG - Bareos Director version <= 17.2.9

Affected Vendor/Software:  Bareos GmbH & Co. KG - Bareos Director version <= 18.2.8

Affected Vendor/Software:  Bareos GmbH & Co. KG - Bareos Director version <= 19.2.7
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CVE References

Description Tags Link

0001210: Security vulnerability results in heap overflow in
director when doing a Verify job against a file daemon. -
Bareos Bug Tracker

Vendor Advisory

bugs.bareos.org

text/html

 MISC bugs.bareos.org/view.php?id=1210

Heap overflow in director when running a verify job against a
malicious filedaemon · Advisory · bareos/bareos · GitHub

Third Party Advisory

github.com

text/html

 CONFIRM
github.com/bareos/bareos/security/advisories/GHSA-
mm45-cg35-54j4

[SECURITY] [DLA 2353-1] bacula security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20200829
[SECURITY] [DLA 2353-1] bacula security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

501177 Alpine Linux Security Update for bareos

501528 Alpine Linux Security Update for bareos

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Bareos Bareos 18.2.4 rc1 All All

Application Bareos Bareos 18.2.4 rc2 All All

Application Bareos Bareos 18.2.4 rc1 All All

Application Bareos Bareos 18.2.4 rc2 All All

Application Bareos Bareos All All All All

Application Bareos Bareos All All All All

Application Bareos Bareos All All All All

Application Bareos Bareos All All All All

Operating
System

Debian Debian Linux 9.0 All All All
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No vendor comments have been submitted for this CVE
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