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Summary

CVE CVE-2020-11075

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-27 22:15:00 UTC

Updated 2020-06-03 15:58:00 UTC

Description In Anchore Engine version 0.7.0, a specially crafted container image manifest, fetched from a registry, can be used to trigger a shell escape flaw in the anchore engine analyzer service during an image analysis process. The image analysis operation can only be executed by an authenticated user via a valid API request to anchore engine, or if an already added image that anchore is monitoring has its manifest altered to exploit the same flaw. A successful attack can be used to execute commands that run in the analyzer environment, with the same permissions as the user that anchore engine is run as - including access to the credentials that Engine uses to access its own database which have read-write ability, as well as access to the running engien analyzer service environment. By default Anchore Engine is released and deployed as a container where the user is non-root, but if users run Engine directly or explicitly set the user to 'root' then that level of access may be gained in the execution environment where Engine runs. This issue is fixed in version 0.7.1.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Anchore Engine 0.7.0 - All All

Application Anchore Engine 0.7.0 - All All

References

Reference

Shell Escape in analyzer · Advisory · anchore/anchore-engine · GitHub

Ensure only supported os overrides are used in skopeo download commands · Issue #430 · anchore/anchore-engine · GitHub

Merge pull request #431 from anchore/dev/nurmi/osoverride_skopeo_update · anchore/anchore-engine@e417869 · GitHub

Ensure only supported os overrides are used in skopeo download comman… by nurmi · Pull Request #431 · anchore/anchore-engine · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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