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CVE CVE-2020-11108
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-11 15:15:00 UTC
Updated 2020-05-27 18:15:00 UTC
Description The Gravity updater in Pi-hole through 4.4 allows an authenticated adversary to upload arbitrary files. This can be abused fi
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pi-hole Pi-hole All All All All

Reference Source Link

Pi-Hole heisenbergCompensator Blocklist OS Command Execution ~ Packet Storm MISC packetstormsecurity.co
Pi-hole 4.4 Remote Code Execution =~ Packet Storm MISC packetstormsecurity.co
Pi-hole 4.4.0 Remote Code Execution = Packet Storm MISC packetstormsecurity.co
GitHub - Frichetten/CVE-2020-11108-PoC: PoCs for CVE-2020-11108; an RCE and priv esc in Pi-hole  MISC github.com

Pi-hole 4.4 Remote Code Execution / Privilege Escalation ~ Packet Storm MISC packetstormsecurity.co
CVE-2020-11108: How | Stumbled into a Pi-hole RCE+LPE MISC frichetten.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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