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Summary

CVE CVE-2020-11125

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-02 07:15:00 UTC

Updated 2020-11-09 03:00:00 UTC

Description u'Out of bound access can happen in MHI command process due to lack of check of channel id value received from MHI devices' in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking in Agatti, APQ8009, Bitra, IPQ4019, IPQ5018, IPQ6018, IPQ8064, IPQ8074, Kamorta, MDM9150, MDM9607, MDM9650, MSM8905, MSM8917, MSM8953, Nicobar, QCA6390, QCA9531, QCM2150, QCS404, QCS405, QCS605, QCS610, QM215, QRB5165, Rennell, SA415M, SA515M, SA6155P, SA8155P, Saipan, SC8180X, SDM429, SDM429W, SDM439, SDM450, SDM632, SDM660, SDM670, SDM710, SDM845, SDX55, SM6150, SM7150, SM8150, SM8250, SXR1130, SXR2130

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Agatti - All All All

Hardware Qualcomm Agatti - All All All

Operating System Qualcomm Agatti Firmware - All All All

Operating System Qualcomm Agatti Firmware - All All All

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009 - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Hardware Qualcomm Bitra - All All All

Hardware Qualcomm Bitra - All All All

Operating System Qualcomm Bitra Firmware - All All All

Operating System Qualcomm Bitra Firmware - All All All

Hardware Qualcomm Ipq4019 - All All All

Hardware Qualcomm Ipq4019 - All All All

Operating System Qualcomm Ipq4019 Firmware - All All All

Operating System Qualcomm Ipq4019 Firmware - All All All

Hardware Qualcomm Ipq5018 - All All All
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Hardware Qualcomm Ipq5018 - All All All

Hardware Qualcomm Ipq5018 - All All All

Operating System Qualcomm Ipq5018 Firmware - All All All

Operating System Qualcomm Ipq5018 Firmware - All All All

Hardware Qualcomm Ipq6018 - All All All

Hardware Qualcomm Ipq6018 - All All All

Operating System Qualcomm Ipq6018 Firmware - All All All

Operating System Qualcomm Ipq6018 Firmware - All All All

Hardware Qualcomm Ipq8064 - All All All

Hardware Qualcomm Ipq8064 - All All All

Operating System Qualcomm Ipq8064 Firmware - All All All

Operating System Qualcomm Ipq8064 Firmware - All All All

Hardware Qualcomm Ipq8074 - All All All

Hardware Qualcomm Ipq8074 - All All All

Operating System Qualcomm Ipq8074 Firmware - All All All

Operating System Qualcomm Ipq8074 Firmware - All All All

Hardware Qualcomm Kamorta - All All All

Hardware Qualcomm Kamorta - All All All

Operating System Qualcomm Kamorta Firmware - All All All

Operating System Qualcomm Kamorta Firmware - All All All

Hardware Qualcomm Mdm9150 - All All All

Hardware Qualcomm Mdm9150 - All All All

Operating System Qualcomm Mdm9150 Firmware - All All All

Operating System Qualcomm Mdm9150 Firmware - All All All

Hardware Qualcomm Mdm9607 - All All All

Hardware Qualcomm Mdm9607 - All All All

Operating System Qualcomm Mdm9607 Firmware - All All All

Operating System Qualcomm Mdm9607 Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All

Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Msm8905 - All All All

Hardware Qualcomm Msm8905 - All All All

Operating System Qualcomm Msm8905 Firmware - All All All

Operating System Qualcomm Msm8905 Firmware - All All All
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Hardware Qualcomm Msm8917 - All All All

Hardware Qualcomm Msm8917 - All All All

Operating System Qualcomm Msm8917 Firmware - All All All

Operating System Qualcomm Msm8917 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All

Hardware Qualcomm Msm8953 - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Hardware Qualcomm Nicobar - All All All

Hardware Qualcomm Nicobar - All All All

Operating System Qualcomm Nicobar Firmware - All All All

Operating System Qualcomm Nicobar Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca9531 - All All All

Hardware Qualcomm Qca9531 - All All All

Operating System Qualcomm Qca9531 Firmware - All All All

Operating System Qualcomm Qca9531 Firmware - All All All

Hardware Qualcomm Qcm2150 - All All All

Hardware Qualcomm Qcm2150 - All All All

Operating System Qualcomm Qcm2150 Firmware - All All All

Operating System Qualcomm Qcm2150 Firmware - All All All

Hardware Qualcomm Qcs404 - All All All

Hardware Qualcomm Qcs404 - All All All

Operating System Qualcomm Qcs404 Firmware - All All All

Operating System Qualcomm Qcs404 Firmware - All All All

Hardware Qualcomm Qcs405 - All All All

Hardware Qualcomm Qcs405 - All All All

Operating System Qualcomm Qcs405 Firmware - All All All

Operating System Qualcomm Qcs405 Firmware - All All All

Hardware Qualcomm Qcs605 - All All All

Hardware Qualcomm Qcs605 - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Operating System Qualcomm Qcs605 Firmware - All All All
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Operating System Qualcomm Qcs605 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qm215 - All All All

Hardware Qualcomm Qm215 - All All All

Operating System Qualcomm Qm215 Firmware - All All All

Operating System Qualcomm Qm215 Firmware - All All All

Hardware Qualcomm Qrb5165 - All All All

Hardware Qualcomm Qrb5165 - All All All

Operating System Qualcomm Qrb5165 Firmware - All All All

Operating System Qualcomm Qrb5165 Firmware - All All All

Hardware Qualcomm Rennell - All All All

Hardware Qualcomm Rennell - All All All

Operating System Qualcomm Rennell Firmware - All All All

Operating System Qualcomm Rennell Firmware - All All All

Hardware Qualcomm Sa415m - All All All

Hardware Qualcomm Sa415m - All All All

Operating System Qualcomm Sa415m Firmware - All All All

Operating System Qualcomm Sa415m Firmware - All All All

Hardware Qualcomm Sa515m - All All All

Hardware Qualcomm Sa515m - All All All

Operating System Qualcomm Sa515m Firmware - All All All

Operating System Qualcomm Sa515m Firmware - All All All

Hardware Qualcomm Sa6155p - All All All

Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Hardware Qualcomm Sa8155p - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Hardware Qualcomm Saipan - All All All

Hardware Qualcomm Saipan - All All All

Operating System Qualcomm Saipan Firmware - All All All
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Operating System Qualcomm Saipan Firmware - All All All

Hardware Qualcomm Sc8180x - All All All

Hardware Qualcomm Sc8180x - All All All

Operating System Qualcomm Sc8180x Firmware - All All All

Operating System Qualcomm Sc8180x Firmware - All All All

Hardware Qualcomm Sdm429 - All All All

Hardware Qualcomm Sdm429 - All All All

Hardware Qualcomm Sdm429w - All All All

Hardware Qualcomm Sdm429w - All All All

Operating System Qualcomm Sdm429w Firmware - All All All

Operating System Qualcomm Sdm429w Firmware - All All All

Operating System Qualcomm Sdm429 Firmware - All All All

Operating System Qualcomm Sdm429 Firmware - All All All

Hardware Qualcomm Sdm439 - All All All

Hardware Qualcomm Sdm439 - All All All

Operating System Qualcomm Sdm439 Firmware - All All All

Operating System Qualcomm Sdm439 Firmware - All All All

Hardware Qualcomm Sdm450 - All All All

Hardware Qualcomm Sdm450 - All All All

Operating System Qualcomm Sdm450 Firmware - All All All

Operating System Qualcomm Sdm450 Firmware - All All All

Hardware Qualcomm Sdm632 - All All All

Hardware Qualcomm Sdm632 - All All All

Operating System Qualcomm Sdm632 Firmware - All All All

Operating System Qualcomm Sdm632 Firmware - All All All

Hardware Qualcomm Sdm660 - All All All

Hardware Qualcomm Sdm660 - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Hardware Qualcomm Sdm670 - All All All

Hardware Qualcomm Sdm670 - All All All

Operating System Qualcomm Sdm670 Firmware - All All All

Operating System Qualcomm Sdm670 Firmware - All All All

Hardware Qualcomm Sdm710 - All All All

Hardware Qualcomm Sdm710 - All All All
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Operating System Qualcomm Sdm710 Firmware - All All All

Operating System Qualcomm Sdm710 Firmware - All All All

Hardware Qualcomm Sdm845 - All All All

Hardware Qualcomm Sdm845 - All All All

Operating System Qualcomm Sdm845 Firmware - All All All

Operating System Qualcomm Sdm845 Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Hardware Qualcomm Sdx55 - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sm6150 - All All All

Hardware Qualcomm Sm6150 - All All All

Operating System Qualcomm Sm6150 Firmware - All All All

Operating System Qualcomm Sm6150 Firmware - All All All

Hardware Qualcomm Sm7150 - All All All

Hardware Qualcomm Sm7150 - All All All

Operating System Qualcomm Sm7150 Firmware - All All All

Operating System Qualcomm Sm7150 Firmware - All All All

Hardware Qualcomm Sm8150 - All All All

Hardware Qualcomm Sm8150 - All All All

Operating System Qualcomm Sm8150 Firmware - All All All

Operating System Qualcomm Sm8150 Firmware - All All All

Hardware Qualcomm Sm8250 - All All All

Hardware Qualcomm Sm8250 - All All All

Operating System Qualcomm Sm8250 Firmware - All All All

Operating System Qualcomm Sm8250 Firmware - All All All

Hardware Qualcomm Sxr1130 - All All All

Hardware Qualcomm Sxr1130 - All All All

Operating System Qualcomm Sxr1130 Firmware - All All All

Operating System Qualcomm Sxr1130 Firmware - All All All

Hardware Qualcomm Sxr2130 - All All All

Hardware Qualcomm Sxr2130 - All All All

Operating System Qualcomm Sxr2130 Firmware - All All All

Operating System Qualcomm Sxr2130 Firmware - All All All
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Page not found CONFIRM www.qualcomm.com Broken Link
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No vendor comments have been submitted for this CVE.
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