
CVE-2020-11152
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-11152

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-21 10:15:00 UTC

Updated 2021-01-29 20:24:00 UTC

Description Race condition in HAL layer while processing callback objects received from HIDL due to lack of synchronization between accessing objects in Snapdragon Auto, Snapdragon Compute, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8017 - All All All

Hardware Qualcomm Apq8017 - All All All

Hardware Qualcomm Apq8037 - All All All

Hardware Qualcomm Apq8037 - All All All

Hardware Qualcomm Apq8052 - All All All

Hardware Qualcomm Apq8052 - All All All

Hardware Qualcomm Apq8053 - All All All

Hardware Qualcomm Apq8053 - All All All

Hardware Qualcomm Apq8056 - All All All

Hardware Qualcomm Apq8056 - All All All

Hardware Qualcomm Apq8076 - All All All

Hardware Qualcomm Apq8076 - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Aqt1000 - All All All
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Hardware Qualcomm Aqt1000 - All All All

Hardware Qualcomm Aqt1000 - All All All

Hardware Qualcomm Ar8031 - All All All

Hardware Qualcomm Ar8031 - All All All

Hardware Qualcomm Csra6620 - All All All

Hardware Qualcomm Csra6620 - All All All

Hardware Qualcomm Csra6640 - All All All

Hardware Qualcomm Csra6640 - All All All

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8916 - All All All

Hardware Qualcomm Msm8916 - All All All

Hardware Qualcomm Msm8917 - All All All

Hardware Qualcomm Msm8917 - All All All

Hardware Qualcomm Msm8920 - All All All

Hardware Qualcomm Msm8920 - All All All
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Hardware Qualcomm Msm8952 - All All All
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Hardware Qualcomm Pm439 - All All All

Hardware Qualcomm Pm439 - All All All

Hardware Qualcomm Pm660 - All All All
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Hardware Qualcomm Qca6320 - All All All
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